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Abstract—At first, fiber optic networks were touted as one of
the most secure infrastructure options. In the last few years, it has
been suggested that fiber is almost as easy to tap as copper. Hence
one of the solutions is to encrypt the data before transmission. This
paper proposes the comparison of two techniques in building a
secure communication network by employing XOR gate using
cross gain modulation and cross phase modulation at high data
rates of 120Gbps. The performance of both the systems were
monitored which is in good agreement with theory.

gates such a terahertz optical asymmetric demultiplexers
(TOAD), ultrafast nonlinear interferometers (UNIs), Michelson
Interferometer, Delay interferometer and Mach-Zehnder
interferometers [5], [6] as shown in the Fig. 1. The use of
Mach-Zehnder interferometer is more favorable due to its
simplicity, requirement of low power, compactness, stability
and integrability. In this paper an effort is made to compare two
techniques to implement security at high data rates using XPM
and XGM at 120Gbps.

Index Terms— Cross gain modulation (XGM), Cross phase
modulation (XPM), Mach-Zehnder Interferometer (MZI),
Semiconductor optical amplifier (SOA).

I. INTRODUCTION
Due to increased demand of high bandwidth and speed for all
optical processing of signals like clock recovery, address
recognition, packet synchronization and signal regeneration
there is a need to design optical logic gates with all optical
components [1]-[3].Thus these basic necessities lead
researchers to design various logic gates in optical system with
and without semiconductor optical amplifier (SOA) [3], [4].
SOA being the popular element for its nonlinear operation it
offers a promising candidature for implementation of gates [1],
[3], [4].This paper deals with implementation of security in
optical communication systems by constructing XOR utilizing
optical components to avoid cumbersome opto-electronic
conversion [5].XOR gate is the basic building block for any
encryption algorithm e.g. DES. By means of symmetric
SOA-MZI structure and single SOA, XOR gate is implemented
using cross phase modulation (XPM) and cross gain modulation
(XGM) respectively [1]. The nonlinear behavior of
semiconductor optical amplifier leads to the formation of XOR
logic gate suitable for secure optical communication at high data
rates. In the past many methods were used to construct different
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Fig. 1: Techniques for All optical Logic gates [5].

II. BLOCK DIAGRAM REPRESENTATION OF XOR GATE USING
XGM AT 120GBPS
The two data streams Data and key signal having wavelength
of 1550nm were generated at 120Gbps using CW lasers. As
opposed to the simulation set up of XPM here the data and key
signal is generated separately using the custom files of
respective PRBS generators [7].
An optical multiplexer is used to combine the data and key
signal to form a single stream. This combined data stream is
then amplified using an Erbium doped fiber amplifier (EDFA)
to boost the level of input signals. The probe signal of
wavelength 1559nm is generated using CW laser at 120Gbps
[1], [7]. This probe signal is having a random sequence at
120Gbps.
The combined data stream along with the probe signal is
introduced into the Travelling wave Semiconductor optical
amplifier (SOA) through an optical multiplexer. Inside the
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semiconductor optical amplifier the variation of input power
causes gain variation in SOA [7], [8]. With the increase in input
power, SOA gets depleted of its carrier which leads to the
reduction in gain and vice versa. This conversion takes place in
the order of picoseconds and so it is possible to use this
variation on the gain with bit to bit fluctuations of the input
power [5]. The optical filter tuned at 1650nm and bandwidth of
0.1nm gives XOR output. The values of SOA parameters used
to realize this XOR gate is given in the Table 1. Fig. 2 shows the
block diagram for XOR gate using cross gain modulation [7].
Table I : SOA Parameter Values (XGM)
Parameters
Pump Current
Confinement factor
Recombination Constant A
Recombination Constant B
Recombination Constant C
Length
Width
Thickness
Internal Loss

Values
0.3 mA
0.15
1.43×108/s
1×10-16m3/s
3×10-41m6/s
500µm
3µm
0.08µm
900/m

III. BLOCK DIAGRAM REPRESENTATION OF XOR GATE USING
XPM AT 120GBPS
Pseudo random sequence is given as data input in the RZ
format at 120Gbps and this then modulated by Lorentzian laser
at 1558.2nm wavelength for 1mW of input power. The key
signal for encryption is generated by providing a delay of 80ps
to the same sequence which is then modulated at the same
wavelength and input power of 1mW. This two modulated
signals are applied to the 3dB coupler which is then splitted
using two splitters. One output of each splitter is directly
connected to each of the SOA and the other is connected via
EDFA amplifier [9], [10].
The two SOA’s are connected in such a manner to make
symmetric co-propagating Mach-Zehnder interferometer
because it is reported to have better performance [11]. The
parameter values of SOA’s are so adjusted that they perform
cross phase modulation. The change in the intensity of the signal
causes change in the refractive index of the material which leads
to phase change. The SOA-MZI structure converts phase
modulation into intensity modulation. The output of the two
SOA’s are combined using a coupler. The signal is then filtered
by Lorentzian filter having centre frequency of 1558.2nm to get
the encrypted signal [9], [10]. The values of SOA parameters
are used to realize this XOR gate using cross gain modulation as
shown in Table II. Fig.3 shows the block diagram for XOR gate.

Fig. 2: Block diagram for XOR gate using XGM [6].
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Fig. 3: Block diagram for XOR gate using XPM [9], [10].

Table II: SOA Parameter Values (XPM) [9], [10].
Parameters

SOA1

SOA2

Bias Current

180 mA

180 mA

Confinement factor

0.3

0.3

Length

700µm

700µm

Width

1µm

1µm

Thickness

0.2µm

0.2 µm

Spontaneous Carrier lifetime

0.15ns

0.15ns

Transparency carrier density

1×1024/m3

1×1024/m3

Material gain constant

2×10-20m2

2×10-20m2

Line width enhancement factor

300/m

300/m

Material loss

1050/m

1050/m

Saturation power

28.48mW

28.48mW

I/p and o/p insertion loss

3dB

3dB

IV. RESULTS AND DISCUSSION

A. Encrypted signal using XGM at 120Gbps

Fig. 4 (a): Transmitter section of simulated block diagram (XGM)

Fig. 4 (b): SOA section of simulated block diagram (XGM)

The two techniques presented in this paper to build XOR gate
shows the simulation result performed on Optsim 5.1 software.
The simulated block diagram is divided into three sections
transmitter, SOA section and receiver section which is shown in
Fig. 4 (a), Fig. 4 (b) and Fig. 4 (c) respectively. Encrypted signal
using XGM at 120Gbps
Fig. 4 (c): Receiver section of block diagram (XGM)
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Fig. 5 (a): Input data signal

Fig. 5 (a), Fig. 5 (b), Fig. 5 (c) and Fig. 5 (d) shows the data
signal, key signal, encrypted output and eye diagram
respectively. Both the signals are at 120Gbps and an input
power of 1mW. It is observed from all the three figures that
there is reduction of power level at the output. Recently, it has
been discovered that the RZ-modulated signal undergoes less
intersymbol interference in the receiver and is more robust to
BER nonlinearities and thus more capable of long-haul data
transmission [12]. Hence it was observed that the performance
of output showed better results with RZ encoding than NRZ
encoding. The Bit Error Rate (BER) of 1.9143×10-3 and Quality
Factor (Q) of 9.223dB were observed.
B. Encrypted signal using XPM at 120Gbps

Fig 5 (b): Input key signal

Fig. 6 (a): Transmitter section of simulated block diagram (XPM)

Fig. 5 (c): Encrypted output waveform

Fig. 5 (d): Eye diagram at120Gbps

Fig. 6 (b): SOA section of simulated block diagram (XPM)
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Fig. 6(a), Fig. 6 (b) and Fig. 6 (c) shows three sections of the
simulated system which is transmitter, SOA and receiver section.
Fig. 7 shows the encrypted output. It is observed that the output
signal has increased power level, greater than 12 mW when both
the input signals had input power of 1 mW. The Fig. 8 shows
eye diagram which gives us BER of 4.844×10-9 and Q factor of
15.142dB. The results are in good agreement with theory.

Fig. 8: Eye diagram at 120Gbps
Table III. Comparative results of XGM and XPM
Measuring
Parameters

XGM

XPM

Percentage
improvement

BER

1.9143×10-3

4.844×10-9

99.99

Q factor

9.223

15.142

64.1765

Fig. 6 (c): Receiver section of block diagram (XPM)

In XGM gain compression caused by the modulation of
carrier density is accompanied by phase modulation due to the
associated change in the refractive index. This results in the
chirping of the optical data stream which leads to degradation of
performance. In XPM this drawback becomes an advantage by
placing the SOA in an interferometric configuration which
converts phase modulation to intensity modulation [13]-[15].
Table III shows comparative result of encrypted signal at
120Gbps by two methods.

Fig. 7: Encrypted output waveform
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V. CONCLUSION
In two ways the analysis of performance of the encrypted
system was made at 120Gbps. The analytical study of two
systems shows that the chirp becomes less when SOA’s are
placed in an MZI configuration in XPM in contrast to XGM
and hence will find its application in achieving confidentiality
and privacy. Hence it was observed that construction of
secured system using XPM has improved performance as
compared to the one with XGM by 64 percent.
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