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SURVEY ON SECURITY ENHANCEMENT ON QUERY TRANSFORMATION WITH RANDOM
SPACE PERTURBATION
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and it will be expensive and inefficient to serve such dynamic
Abstract— Cloud computing provides a reliable, customized,

and guaranteed computing and a dynamic environment for end
users. For online data analytics,the range query is one that is
used as a most frequently used queries.The Providers Providing

workloads with in-house infrastructures. The data in the cloud
lose the control because of service providers.

Data

confidentiality and query privacy have become the major

such a query service could be expensive for the data owner to

concerns. Adversary such as curious service providers can

host their data. Now with the development of services and cloud

possibly make a copy of the database or eavesdrop users’

computing, it has become possible to data owners for hosting

queries which will be difficult to detect and prevent in the

their data in large outsource databases to database service

cloud infrastructures. as new approach are needed to protect

providers and let the range query service are maintained by the

data confidentiality and query privacy the efficiency of query

service providers. The random space perturbation (RASP) and

services and the benefits of using the clouds should also be

data perturbation method is used to provide a secure and
efficient range query and kNN query services for protected data
in the cloud. The RASP data perturbation method has a
combination of some features such as: encryption of order

preserved. It will not be significant.[1]. Cloud computing is
the long dreamed vision of computing. Its great flexibility and
economic savings are motivating both individuals and

preserving, expansion of dimensionalities, random noise

enterprises to outsource their local complex data management

injection, and random projection. These features are used to

system into the cloud, especially when the data produced by

provide strong resilience to attacks on the perturbed data and

them that need to be stored and utilized is rapidly increasing.

queries. On the other hand, a secure outsourced service should

To protect data privacy and combat unsolicited accesses in

still provide efficient query processing and significantly reduce

cloud and beyond, sensitive data, e.g., emails, personal health

the in house workload to fully realize the benefits of outsourcing

records, photo albums, tax documents, financial transactions,

Efficient query processing.To enhance the security in query
transformation a kd tree with RAndom Space Perturbation
(RASP) approach is proposed.
Index Terms— Query services in the cloud, privacy, range

etc., may have to be encrypted by data owners before
outsourcing to commercial public cloud . “Coordinate
matching” i.e., as many matches as possible, is an efficient
principle among such multi-keyword semantics to refine the

query, kNN query, RASP Method, kd tree

result relevance, and has been widely used in the plaintext
information retrieval (IR) community. However, how to apply

I.INTRODUCTION

Today’s modern life is totally based on Internet. Now a day’s

it in the encrypted cloud data search system remains a very

people cannot imagine life without Internet. Also, the people

challenging task because of inherent security and privacy

do not want internet without security. They need the privacy

obstacles, including various strict requirements like data

for their data on the internet without confidentiality the data

privacy, index privacy, keyword privacy, and many others[2].

owner does not want to move their data to cloud. Hosting

Range query is the most frequently used query in online data

data-intensive query services in the cloud is increasingly

analytics (OLAP) that requires the service provider to quickly

popular because of the unique advantages in scalability and

respond to concurrent user queries. To efficiently process

cost-saving by means of the cloud infrastructures the service

range queries, indexing is a necessary step. However, most

owners can expediently scale up or down the service and only

existing encryption approaches require linear scan over the

pay for the hours of using the servers. This is a smart feature

entire

because the workloads of query services are highly dynamic

homomorphic encryption in theory allows any operation on

database,

thus,

impractical for OLAP. Fully

encrypted data that can be traced back to an equivalent
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operation on the corresponding plaintexts. However, as the
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even for a simple application like encrypted keyword search

Multi-Keyword Ranked Search over Encrypted Cloud Data,”

Several methods that consider different tradeoffs between

Describes,The Defining and Solving the challenging problem

data security and efficiency of query processing were

of privacy-preserving multi-keyword ranked search over

proposed in the recent years. Both Crypto-index and

encrypted cloud data (MRSE) were made, and establishing a

order-preserving encryption (OPE) assume the attacker does

set of strict privacy requirements for such a secure cloud data

not have sufficient prior knowledge about the data; thus

utilization system to become a reality. Among various

powerful attacks cannot be conducted. Specifically, they

multi-keyword semantics,we choose the efficient principle of

assume the attacker knows only the ciphertext. However, we

“coordinate matching”, i.e., as many matches as possible, to

have found that if the attacker has some prior knowledge, such

capture the similarity between search query and data

as the attribute domains (maximum and minimum values), the

documents, and further use “inner product similarity” to

attribute distributions, and even a few pairs of plaintext and

quantitatively formalize such principle for similarity

ciphertext, these encryption methods will be vulnerable to

measurement. The first proposal is based on a basic MRSE

attacks.[3]. Symmetric searchable encryption can be achieved

scheme using secure inner product computation, and then

in its full generality and with optimal security using the work

significantly

of Ostrovsky and Goldreich on oblivious RAMs More

requirements in two levels of threat models. Thorough

precisely, using these techniques any type of search query can

analysis investigating privacy and efficiency guarantees of

be achieved (e.g., conjunctions or disjunctions of keywords)

proposed schemes is given, and experiments on the real-world

without leaking any information to the server,(i.e., which

dataset further show proposed schemes indeed introduce low

documents contain the keyword).

overhead on computation and communication.Thus the

improve

it

to

meet

different

privacy

advantage of this system is Multi-keyword ranked search over
encrypted cloud data (MRSE) and the “Coordinate matching”
II.LITERATURE SURVEY

by inner product similarity.The main draw back is the

In this section, we are focus on the different methods for

searchable encryption focuses on single keyword search or

enhancing the security to the query services.[1] “Exploiting

Boolean keyword search, and rarely differentiates the search

RASP Data Perturbation for Building Confidential and Query

results.[3] “RASP: Efficient Multidimensional Range Query

Services in the Cloud”, Describes the Exploitation of RASP

on Attack- Resilient Encrypted Databases,” Describes about

Data Perturbation for Building Confidential and Query

the Most existing encryption based approaches require linear

Services in the Cloud. Thus the RASP provides exclusive

scan over the entire database, which is inappropriate for

security features. It aims to protect the topology of the query

online data analytics on large databases. While a few

range in the disturbed space and allows using indices for

encryption solutions are more focused on efficiency side, they

efficient range query processing. With the topology conserve

are vulnerable to attackers equipped with certain prior

features we are able to build up efficient range query services

knowledge. Thus the proposed work consists of the Random

to achieve sub linear time complexity of processing queries.

Space Encryption (RASP) approach that allows efficient

We can develop the kNN query service based on the range

range search with stronger attack resilience than existing

query service. Cloud computing services enable organizations

efficiency focused approaches. Thus the use of RASP to

and individuals to outsource the management of their data to a

generate indexable auxiliary data that is resilient to prior

service provider in order to save on hardware investments and

knowledge enhanced attacks. Range queries are securely

reduce maintenance costs. The safety of both the troubled

transformed to the encrypted data space and then efficiently

data and the protected queries is carefully analyzed under a

processed with a two stage processing algorithm.Thus, the

precisely defined danger model. We also do some sets of

potential attacks on the encrypted data and queries at three

experiment to show the efficiency of query processing and the

different levels of prior knowledge available to an attacker.

low cost of inhouse processing.[2] “Privacy-Preserving

[4] “Searchable Symmetric Encryption: Improved Definitions
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and Efficient Constructions,” Describes that the Searchable
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