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Abstract—Because of the wireless type of the channel and
particular features of MANETs, the radio interference attacks
cannot be removed by conventional security procedures. These
attacks result a important degradation on whole network packet
transmission rates, throughput and delay on the MAC layer. A
harmful node can continually transfer a radio signal in order to
stop any kind of logical access to the medium and/or generalize
with response. This process is known as jamming and the
harmful nodes are called as jammers. The routing protocols of
MANET could enhance system performance by enhancing data
lost and throughput. To decrease the effect of the interruption, it
is significant to detect its presence. Thus, in this paper, an
improved detection mechanism has been suggested for detecting
the physical jamming attacks in Ad Hoc on Demand Routing
protocol thus decreasing the delay and enhancing the throughput.
The results of the suggested mechanism are compared with the
available mechanisms i.e. USM and RAS.

The physical jamming is found by uninterrupted transmissions
and/or by assuring packet collisions at the receiver side. The
jammers causing to these attacks can refuse complete access
to the channel by controlling the wireless network completely.
Virtual Jamming Attacks can be found at the MAC layer by
attacking on the DATA frames or CTS/RTS (Clear to
Send/Rate to Send) frames. A benefit of MAC layer jamming
is that the attacker node takes less power in directing these
attacks in comparison of physical radio jamming. In virtual
jamming attack harmful node propagate RTS packets without
interruption on the transmission with unlimited period of time.
During this whole process, the harmful node efficiently jam
the transmission with a large amount of transmission on the
wireless medium with low cost of power[ 2].
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II. Literature Review
I. Introduction
wireless networks have broadly commercial implementation
due to their ease of use and setup and low cost. However,
accessing the wireless network is very much easier as
compare to accessing a wired networks, security becomes a
important issue during the implementation of any wireless
network. There are two categories of Mobile networks:
Mobile Ad Hoc Networks (MANET) and Infrastructure
networks. In Mobile Ad Hoc Network, the network may
observe quick and unexpected configuration changes due to
the presence of the mobile nodes. Each node in MANET has
the responsibility to behave as a routing path and router in
MANETs. Because of the wireless kind of the channel and
particular features of MANETs, these are easily tapped by
various attacks. A harmful node can continually transfer a
radio signal in order to stop any kind of logical access to the
medium and/or generalize with response. This process is
known as jamming and the harmful nodes are known as
jammers.
The jamming is classified as: Virtual and Physical Jamming
attacks [10].

Wenyuan Xu et al. (2005) provides a complete description of
the radio interference attacks and identify the serious issue of
the presence of the jamming attack. Four different jamming
attack models were suggested that can be employed by an
antagonist to disable the procedure of a wireless network, and
formulated their efficiency in terms of how every method
influences the capability of a wireless node to send and obtain
packets to and from the destination node. The author also
talked about various measurements that forms the basis for
discovering a jamming attack, and explained various scenarios
where every measurement is not sufficient to reliably classify
the existence of a jamming attack. The author realized that
carrier sensing time and signal strength are unable to
conclusively determine the existance of a jammer.
Ali Hamieh et al. (2009) explain that the military tactical and
other security sensitive procedures are still the important
applications of ad-hoc networks. One important challenge in
planning of these networks is their susceptibility to Denial-ofService (DoS) attacks. In this paper, the author takes a specific
class of DoS attacks known as Jamming. A new way to
determine of such attack by the formulation of error
distribution was suggested.
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Zhuo Lu Wenye Wang et al. (2011) objective at simulating
and determining jamming attacks against time-critical traffic.
The author presented a new metric, message invalidation ratio,
to measure the time-critical applications performance. The
author indicated through real-time experiments and gamblingbased simulator that there exists a phase modulation process
for a time-critical application under jamming at-tacks.
Sisi Liu et al. (2012) deal with the problem of preventing
control channel DoS (Denial of Service) attacks evidenced in
the form of jamming. The author takes a sophisticated
antagonist who has knowledge of the cryptographic quantities
and protocol specifies utilized to protect network operations.
This kind of antagonist cannot be ceased by anti jamming
processes that depends on spread spectrum. The author
suggested a new security metrics to measure the capability of
the antagonist to refuse access to the control channel, and
presented a randomized distributed strategy that permits nodes
to demonstrate and manage the control channel in the
existence of the jammer. The suggested method is suitable for
networks with fixed or dynamically distributed spectrum.
Moreover, for uniquely determination of the set of
compromised nodes, two algorithms were suggested, one for
colluding nodes and one for independently behaving nodes
[19].

III. System Model
3.1 Description of the First Scenario:
This scenario contains 100 mobile nodes randomly deployed
in the simulation area of 1200 x 1200 m. Random waypoint
mobility model is utilized for mobility of nodes with a
constant speed of 20 m/s. By the help of this algorithm,
random paths of the mobile nodes have been adjusted. The adhoc routing protocol is changed according to the needs of the
simulation study for examining the results under a specific
protocol such as AODV. Here, the start time is set to 10
seconds and the stop time is adjusted to the end of the
simulation. The packet size and packet inter-arrival time and
the packet size is set to 2000 (exponential) and 0.03 seconds
(exponential).
The scenarios are modelled and examined by considering two
parameters- Delay and Throughput.
1. Throughput- Throughput defines the total number of bits (in
bits per sec) transferred from wireless LAN layers to the
higher layers in all WLAN (Wireless LAN) nodes of the
network.
2. Delay- Delay represents the end to end delay of all the
packets obtained by the wireless LAN Macs of all the
WLAN nodes in the network and transferred to the higher
layers.

The simulation time is 300 seconds while the number of seeds
utilized were 300 in order to give 1 hour simulation
performance.
Table 1.Parameters for the first Scenario
Parameters
Involved

Value used

No. of mobile
nodes
Area of the
network
Mobility speed of
the mobile nodes
Ad-hoc Routing
protocol
Start time

100

10 seconds

Stop time

End of Simulation

Packet Size

2000(exponential)

Simulation time

300 seconds

No. of Seeds

300

Simulation
Kernel

Optimized

1200*1200
20 m/s
AODV

3.2 Description of the Attack Scenario:
Here, we have positioned two jammer nodes in the network to
employ the physical jamming attack in the network. The
jammer employed here is mobile pulse jammer. Here, the
paths of the jammer nodes is adjust to VECTOR. The jammer
base band frequency is considered as 2402 and the jammer
bandwidth is adjust to 100000. The pulse width is considered
as 2.0. The start time and the stop time is adjust to 10 seconds
and end of the simulation respectively.
3.3 Description of the Third Scenario: for implementing the
suggested method for the determining of the physical jamming
attack, following detection method is suggested.
3.3.1 Proposed Technique
For enhancing the throughput of the whole network, the
existence of the jammer node is very essential to be stated.
Several techniques were preferred for determination,
prevention and removing of the jamming attack. In order to
improve the throughput and decrease the delay in comparison
of the available techniques, an improved detection technique
is suggested in this paper, for detecting the physical jamming
attack.
1. In case, if packet size is beyond to a specific RTS threshold,
then that packet would have to wait for a specific RTS/CTS
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period in order to entirely forward that packet to its
destination node. So, the buffer size is considered as
102400000.
2. Also, data rate of 54 mbps is taken which was 11 mbps
previously in the simple and the attack scenario.
3. The value of the physical characteristics is set to Ex-tended
Rate PHY.
4. Apart from performing the changes in the buffer size and
data rate for the prevention of penalties caused by the
withdraws of the available techniques and in order to enhance
the throughput, enhanced AODV parameters are also acquired.
Here, the active route timeout is taken as 30 seconds.

IV. Performance Results
4.1 Analysis of jamming attack under AODV protocol:
When the attack nodes were employed under AODV protocol
into the network, then there is decrement in the network
throughput thereby showing the existence of the physical
jamming attack.

Fig 2. Detection of physical jamming attack under
AODV on the basis of delay

4.2Analysis of jamming attack under AODV protocol
when the proposed technique was applied:
When the suggested mechanism was employed to the network
of the mobile nodes in which the attack was detected, first the
throughput of the network increased slowly and then arrived
to a predicting level. On the other side, the net-work delay
decreased to a significant value.

Fig 1. Detection of physical jamming attack under
AODV on the basis of throughput
Similarly, due the presence of attack in the network, the
delay of the network increased.

Fig 3.Throughput of the network under AODV with the
Proposed Approach
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Fig 4. Delay of the network with the proposed approach
under AODV protocol

Fig 6. Delay of USM and RAS under AODV protocol

4.3 Comparison of the results obtained from the pro-posed
technique to the existing techniques- USM and RAS under
AODV protocol:

Table 2
Theoretical Comparison of the simulation results of the proposed technique with USM and RAS under AODV protocol

The available techniques were also simulated by using
OPNET simulator. Following graphs indicate that USM S.no
performs better as compared to RAS in terms of the
throughput but could not deal with the issue of increased delay. 1
However the graphs plotted above, indicate that the suggested
technique provides better results in comparison of RAS and
USM technique in terms of throughput and delay.
2

Parameters
used

Proposed
Scheme

USM

RAS

Throughput
in bits/sec

highest

least

Delay
seconds

Larger than
RAS and less
than USM

Less
than
proposed
scheme
and
larger
than
RAS
Less
than
proposed
scheme
but
more than RAS

in

least

Table 3
Value based Comparison of the simulation results of the
proposed technique with USM and RAS under AODV protocol

s.no
1

2

Parameter
used
Throughpu
t in bits/sec

Proposed
scheme
Near
about
4,000,000

Delay
in
seconds

25

Fig 5. Throughput of USM and RAS under AODV protocol

USM

RAS

Near
about
2,200,
000
Near
about
50 s

Near
about
1,600,00
0
10

The Tables 2 and 3 helps in examining of the above
discussion more clearly.
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