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Abstract— MANETs have unique features i.e. dynamic
configuration, wireless radio medium, restricted resources and
lack of centralized management; as a result, they are susceptible
to various kinds of attacks in many layers of protocol stack.
Every node in a MANET is able of functioning as a router. The
requirement for a protected MANET networks is powerfully
connected to the privacy and security characteristics. This
Jamming attacks are one of them. These happen by transmitting
continuous radio waves to inhibit the transmission between
receiver and sender. These attacks influence the network by
reducing the network performance. Formerly there had been
significant research in the field of enhancing the network
performance by employing routing protocols.
In our paper work we are enhancing the performance of mobile
ad hoc networks under jamming attack by utilizing a CTS/RTS
integrated method. The suggested work involves a network with
high mobility, utilizing IEEE Along a standard with enhanced
AODV (Ad hoc On Demand Distance Vector) routing protocol
parameters. Video conferencing and FTP with large data rate
are being created in the network. The network performance is
evaluated in terms of the QoS parameters i.e. delay and
throughput. OPNET (Optimized Network Engineering Tool)
Simulator 16.0 is employed for simulation. The results of
simulation establish that the total network performance with
jamming attack has been enhanced by utilizing the integrated
method.
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I.

INTRODUCTION

The growing demand of wireless devices and wireless
communication have tends to research on self-healing, selfconfiguring, networks without the disturbance of any preestablished or centralized infrastructure/authority. The
networks with the absence of any centralized or preestablished management are called Ad hoc networks. Ad hoc
Networks are the part of wireless networks that utilizes multi
hop radio relay. Mobile Ad-hoc Network (MANET) is a set of
wireless mobile nodes and associated in dynamic way. Nodes
making a temporary/short-lived network without any static
infrastructure where all nodes are free to move about
randomly.

Figure 1 Mobile Ad Hoc Networks
Nodes must act as routers, take part in finding and
maintenance of paths to another nodes in the network [1]
Wireless links in MANET are greatly error prone and can go
down quickly because of mobility of nodes. Stable routing is a
very vital task because of highly dynamic infrastructure in
Mobile Ad-hoc Network [2]. So mobile ad-hoc network
(MANET) is a self-organizing network of mobile routers (and
associated hosts) linked by wireless links - the union of which
make a random configuration. The routers are free to move
arbitrarily and configure themselves at random. This type of
network may operate in a standalone manner, or may be
associated to the larger Internet. Minimal topology and
frequent deployment build ad hoc networks appropriate for
emergency conditions i.e. military conflicts, natural or human
induced dissters, and emergency medical situations. [3]
II. RELATED WORK
Sisi Liu et al. (2012) here authors discuss the problem of
removing Denial of service (DoS) attacks available in the
form of jamming. They took an advanced adversary who has
knowledge of the cryptographic quantities and of the protocol
particulars used to secure network operations. This type of
adversary cannot be stopped by anti jamming methods that
believe on spread spectrum. They proposed a new security
metrics to evaluate the ability of the adversary to deny access
to the control channel, and got a randomized distributed
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system that allows nodes to establish and keep the control
channel in the availability of the jammer. The proposed
method is related to networks with statically or dynamic
distributed spectrum. Furthermore, two algorithms for unique
identification of the set of decided nodes were proposed, one
for independently acting nodes and other for colluding
nodes[19].
Dorus.R et al. (2013) presents a process for preventing
jamming attacks on wireless networks, examine the perception
efficiency of communication overhead and jamming attack of
the wireless network by utilizing proactive and reactive
protocols. RSA algorithm is used and analyzed for providing
data packets integrity information in wireless transmission.
After performance examine and simulation, the conducted
prevention mechanism and the integrity preservation provides
higher packet delivery ratio in proactive routing protocol
(OLSR) in comparison of reactive routing protocol (AODV).
Nadeem Sufyan et al. (2013) see into a multi-modal system
that simulates several jamming attacks by discovering the
relation among three parameters: packet delivery ratio, signal
strength variation and pulse width of the obtained signal.

III. Methodology Used
This section explains the simulation tool employed along with
the suggested method.
Simulation tool used:
OPNET Simulator (16.0) is broad and a very powerful
simulation software with large variety of possibilities. The
whole heterogeneous networks with several routing protocols
can be modeled utilizing OPNET. High level of user interface
is employed in OPNET which is made from C and C++ source
code blocks.
Simulation Setup:
The simulation concentrates on enhancing of MANETs
performance under jamming attack. Thus an Integrated
method is utilized to enhance the network performance under
jamming attack. This method involves:
 Network with high mobility
 High data rate of 54mbps by utilizing IEEE 802.11g
standard
 Enhanced parameter of AODV routing protocol
 Generation of high resolution FTP traffic and video
conferencing.

IV. Simulation Model and Experiment Design
The tool employed for the simulation study is OPNET 14.5
Simulator. OPNET is a application and network based
software utilized for network analysis and management [910]. OPNET simulates communication devices, architecture of
different networks and technologies, various protocols and
offers simulation of their performances in the virtual
environment. OPNET offers several research and
development solutions which supports in the research of
analysis and enhancement of wireless technologies i.e. Wi-Fi,

WIMAX, UMTS, examining and designing of MANET
protocols, enhancing core network technology, offering power
management solutions in wireless sensor networks. In our
case we employ OPNET for simulating of network nodes,
choosing its statistics and then running its simulation to obtain
the result for analysis. In this simulation experiment, 3 various
scenarios are generated and illustrated by the OPNET
simulation package.
Table I: MANET Simulation Parameters
Examined Protocols Cases
Number of Nodes

AODV
without
Attack
100 and 200

Jamming

Types of Nodes

Mobile

Simulation Area

60*60 km

Simulation Time

3600 seconds

Mobility

Uniform(10-100) m/s

Pause Time

200 seconds

Performance Parameters

Throughput, Delay, Net.load

Trajectory

VECTOR

Long Retry Limit

4

Max Receive Lifetime

0.5 seconds

Buffer Size(bits)

25600

Mobility model used

Random waypoint

Data Type
Packet Size

Constant Bit Rate (CBR)
512 bytes

Traffic type

FTP, Http

Active Route Timeout

4 sec.

Hello interval(sec)

1,2

Hello Loss

3

Timeout Buffer

2

Physical Characteristics

IEEE 802.11g (OFDM)

Data Rates(bps)

54 Mbps

Transmit Power

0.005
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RTS Threshold

1024

Packet-Reception Threshold

-95

V. RESULTS
After introducing the basic results of all simulations
conducting in both scenarios, we examine and talk about all
these results. The performance metrics gathered and
introduced in our results are either depends on the object
statistics or global statistics of the MANET model i.e. the
whole network. We examine and compare within every
scenario and also both scenarios based on their end-to-end
delay and throughput.
Figure: 3 Throughput of all three scenarios at 200 nodes
5.1: Throughput:
Throughput can be defined as the ratio of the overall amount
of data arrive a destination node from the source node. The
time it considers by the destination node to obtain the last
message is known as throughput. It can represent as bytes or
bits per seconds (byte/sec or bit/sec). There are many factors
that influence the throughput i.e. changes in configuration,
availability of restricted bandwidth, unreliable communication
between nodes and restricted energy. A high throughput is
absolute selection in each network. In figure the graph
displays the throughput in bits/seconds. The x-axis represents
the simulation time in minutes and the y-axis represents
throughput in bits per seconds.
Scenario 1 shows the scenario with no harmful event and
general network state,
Scenario 2 shows the network that is under the jamming attack
Scenario 3 shows the mobile jammers and implementation of
the suggested method.

This loss of packets in form of throughput is because of the
jamming effect. The recovery of the throughput takes place
with suggested method by removing of the jamming attack as
throughput comes to same to the normal scenario.
5.2 End to End Delay:
The packet end to end delay is the mean time that packets
consider to travel in the network. This is the time from the
creation of the packet by the sender node up to their reception
at the destination node and is measured in seconds. Thus all
the delays in the network are known as packet end-to-end
delay. It involves all the delays in the network i.e. processing
delay (PD,) propagation delay (PD), queuing delay (QD),
transmission delay (TD).

Figure: 4 Delay of all three scenarios at 100 nodes
Table 5.2 Delay of all three scenarios at 100 and 200 nodes
Figure: 2 Throughput of all three scenarios at 100 nodes
Table: 5.1 Throughput of all three scenarios at 100 nodes
No. of
Nodes
100
200

Without
Jamming
350064
14563478

With
Jamming
300435
10435675

Jam
Removal
310054
14206537

No.
Nodes
100
200

of

Without
Jamming
0.0010
0.0020

With
Jamming
0.35
0.30

Jam
Removal
0.0007
0.0021
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Figure: 5 Delay of all three scenarios at 200 nodes
The recovery of the end to end delay reduces with our
suggested method by elimination of the jamming attack as end
to end delay comes to same to the value 0.000256 seconds.
Thus our suggested mechanism removes jamming attack in
network

FUTURE WORK
We assume future research works concentrated on utilizing
real time attacks which is required to determine greater degree
of detection of particular susceptibilities in both Mobile and
ad hoc Sensor networks. Depending on the attack
classifications in many levels specified in this work, it
becomes imperative to identify a representative set of attacks
that can sequentially be utilized in raw attack generations to
measure IDS is a more systematic way. However depending
on our simulations and for more accurate representation of
data set, there is requirements to further incorporate error
correction algorithms utilized to examine the degree of
anomalies and implement this into Riverbed Simulator. Also
we intend to explore more possibilities for determination of
sophisticated attacks by incorporating a cryptographic security
strategy utilizing trust certificates and expand the results as
well to other wireless protocols. This would support as a
baseline action for further research problems in Intrusion
detection systems (IDS).
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