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Abstract— Because of the wireless nature of the channel and
particular features of MANETs, the radio interference attacks
cannot be removed by traditional security techniques. An
adversary can easily prevail over its medium access control
protocol (MAC) and continuously transfer packages on the
network medium. The authorized nodes keep propagating
Request-to- Send (RTS) frames to the access point node for
accessing the shared medium and begin data transfer. However,
because of jamming attacks on the network, the access point
node cannot allocate authorization access to shared channel.
These attacks lead important reduction on entire network packet
transmission rates, throughput and delay on the MAC layer since
other nodes pull out from the communication. The suggested
method employed for mitigating and preventing jamming attacks
is implemented at the MAC layer that contains a combination of
various coordination mechanisms. These are a combination of
Point Controller Functions (PCF) that are utilized to coordinate
whole network activities at the MAC layer and RTS/CTS (ClearTo-Send) strategies which is a handshaking process that reduces
the collisions on the wireless network. The whole network
performance and mechanism is modeled by employing OPNET
simulator.

IEEE 802.11 protocol [1]. Physical or Radio jamming in a
wireless channel is a simple but interruptive form of DoS
attack. These attacks are established by either a continuous
transmission of radio signals or by sending random bits onto
the wireless medium [2]. The jammers leading these attacks
can refuse complete access to the channel by completely
controlling the wireless medium. The nodes trying to interact
have a remarkably large carrier sensing time waiting for the
medium to become idle. This has an opposite propagating
impact as the nodes enter into large exponential back-off
periods. Virtual Jamming Attacks can be established at the
MAC layer by attacks on the DATA frames or RTS/CTS
(Rate to Send/Clear to Send) frames. An important benefit of
MAC layer jamming is that the attacker node takes less power
in directing these attacks in comparison of the physical radio
jamming. Here, we concentrate on DoS attacks at the MAC
layer resulting in collision of DATA frames or RTS/CTS
control frames.
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I. INTRODUCTION
The IEEE 802.11 attacks are examined in various studies by
researchers. The most popular attack model of IEEE 802.11 is
Jamming Attacks. Jamming is defined as a Denial of Service
(DoS) attack that disrupts the communication among nodes.
The aim of the adversary leading a jamming attack is to stop a
legitimate receiver or sender from receiving or transmitting
packets on the network. Adversaries or harmful nodes can
establish jamming attacks at multiple layers of the protocol
suite. The jamming attacks are modeled on MANETs that
result in collisions in the mobile wireless network. The
jamming is categorized into two classes as Physical and
Virtual Jamming attacks. The physical jamming is established
by continuous transmissions and/or by leading packet
collisions at the receiver side. Virtual jamming happens at the
MAC layer by attacks on data frames or control frames in

Figure 1. Jamming Attack

II. PROPOSED METHOD
The suggested method employed for mitigating and
preventing jamming attacks is implemented at the MAC layer
that contains combination of various coordination strategies.
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The network throughput may reduce because of the Request to
Send (RTS) collision difficulty, for that cause RTS/CTS
fragmentation thresholds are also included into this technique.
Wireless medium access control (MAC) protocols have to
organize the transmissions of the nodes on the common
transmission channel. The IEEE 802.11 working group
suggested two different algorithms for contention resolution.
These coordination functions of the MAC Layer are displayed
in the Figure 2. The first one is Distributed Coordination
Function (DCF) which is totally distributed and the second
one is Point Coordination Function (PCF) that has a
centralized access protocol.

III. SIMULATION MODEL AND EXPERIMENTAL
DESIGN
The tool employed for the simulation study is OPNET 14.0
simulator. OPNET is a application and network based
software employed for network management and analysis [910]. OPNET simulates communication devices, several
protocols, architecture of various networks and techniques and
offers simulation of their performances in the virtual
environment. OPNET offers several development and
research solutions which helps in the research of examine and
enhancement of wireless technologies i.e. Wi-Fi, WIMAX,
UMTS, examining and designing of MANET protocols,
enhancing core network technology, offering power
management solutions in wireless sensor networks. In our
case we employed OPNET for simulating of network nodes,
choosing its statistics and then running its simulation to obtain
the result for analysis.
Table 1. Global Simulation Parameters for the Experiment
Parameters

Figure 2. PCF and DCF Functionalities
In order to protect and prevent the network from hidden
jammer node attacks and stop collisions on the network, the
Request to Send/Clear to Send (RTS/CTS) strategy is also
implemented. The RTS/CTS mechanism is a handshaking
process that reduces the occurrence of collisions when hidden
nodes are running on the network. The implementation of
RTS/CTS mechanism will be displayed in the next section of
the research through the simulation experiment. The working
mechanism of RTS/CTS implementation is shown in Fig 3

Attributes

Protocol

AODV

Simulation Time

300 (seconds)

Simulation Area

1000 x 1000 (meters)

Pause Time

100 Seconds

Mobility Model

Random Waypoint

Mobility m/s

10meters/seconds

Performance Parameters
Transmit Power(W)

Throughput, Delay, Load,
Data Drop Rate
0.005

RTS Threshold (bytes)

1024 (bytes)

Data Rate (Mbps)

11Mbps

Pkt. Reception
Threshold
Buffer Size

power

1024000

Pkt. Size (bits)
Pkt. Interarrival
(seconds)
Trajectory
Figure 3. RTS/CTS working mechanism

Start time (seconds)

-95

2000 (exponential)
time

.03 (exponential)
VECTOR
10
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End Time
No of Seeds

Infinity
(End
Simulation time)
300

of

IV. PERFORMANCE METRICS
The performance metrics selected for the prevention and
evaluation of jamming attacks on MANETs are network load,
network throughput and packet end-to-end delay. Table 2
shows the chosen performance metrics for the simulation
experiment.
Table 2. Simulation Performance Metrics
Performance
Metrics
Network
Throughput

Figure 4. Average WLAN Throughput Statistics
As it is clearly indicated in the Figure above, the WLAN
Throughput of the total network is examined with DES.
Scenario 1 shows the scenario with no harmful event and
normal network state, scenario 2 shows the network that is
under the jamming attack and scenario 3 shows the mobile
jammers and implementation of the suggested method.

WLAN Delay
Network Load
WLAN Data
Dropped

The network throughput is the total performance of the
network. It shows the total number of bits (in bits/sec)
forwarded from wireless LAN layers to higher layers in all
WLAN nodes of the network. The WLAN Delay shows the
end to end delay of all the packets obtained by the wireless
LAN MACs of all WLAN nodes in the network and
forwarded to the higher layer. This delay involves medium
access delay at the source MAC, reception of all the fragments
individually, and transfers of the frames through AP, if access
point capability is enabled. The network load shows the
statistic that is formed for measuring the network load
individually for every BSS. Thus, every dimension is a global
statistic dealing with one WLAN BSS of the network. The
WLAN Data Dropped rate is the overall size of the higher
layer data packets (in bits/sec) lost by all the WLAN MACs in
the network because of full higher layer data buffer or the size
of the higher layer packet, which is greater than the highest
permitted data size described in the IEEE 802.11 standard.
V. SIMULATION RESULTS AND DISCUSSION
After compilation of 3 scenarios with 50 mobile nodes and
various parameters for every scenario, the simulation results
are collected and examined in this section. The 3 scenarios are
compiled within a Discrete Event Simulation (DES)
environment, and gathered information is examined
depending on the performance metrics.

Figure 5 Average WLAN Delay Statistics
As it is depicted in Figure 5, there is a important increase
realized on MANET delay for scenario 3 where the suggested
mechanism is implemented.
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mobile jammers utilized in this simulation experiment, the
suggested security mechanism satisfactorily mitigated the
impacts of the jamming attack on the network and enhanced
the total performance of the network while enhancing data
loss rate. The data lost rate reduced successfully. Since the
jamming attack causes packet drop rate and low throughput
effect on the network, the rate of delay appears acceptable on
the network. Future studies can be conducted to modify the
current model to reduce a total delay on the network.
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