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Abstract:-A smart-grid for power distribution is a new
electrical network based on the digital communication and
complete control mechanism which provides energy reliability
and energy security for the power distribution networks. It was
globally accepted that, it is necessary to improvise the
efficiency and reliability of the network for minimizing the
distribution loss and security risk. Information and
Communication Technologies (ICT) are at the centre of an
effective smart grid implementation, but industrial control
systems (ICS) and depended operational technology (OT) are
also equally important to focus. Above all cyber security risk in
smart-grid is a major concern due to large scale of
cyber-attack. The fusion on traditional and advance
distribution using smart components requires an in depth
assessment of risk methods to cater to the both the systems.
This paper surveys the risk assessments methods, major
challenges and it controls for the various aspects of smart grid
to handle the ongoing challenges.

Keywords: Smart-grid, Risk assessment, Cyber security,
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I INTRODUCTION

The smart-grid concept was evolved around the year 2003,
but the development and deployment of the smart-grid
projects are in progress throughout the world. Smart Grids
have great potential for the management of energy control in
all kind of energy generating and distributing systems such
as solar energy, wind energy, bio fuels, geothermal and
hydroelectric energy to improve the economy, safety and
durability [1]. But the great potential benefits also have high
tremendous risks as well and protecting the smart grid
systems from cyber security threats is a great challenges
[1][2][17].
Smart-grid is a two-way communication network, where the
grid operators and users of the system exchange information
timely with the help of communication networks and control
system. Supervisory Control and Data Acquisition (SCADA)
is system in regards and it is being upgraded to “Wide Area
Measurement System” (WAMS) for the transmission of line
parameters for the dynamic characteristics monitoring.
Smart meters refer as “Advanced Meter Infrastructure”
(AMI) for smart-grid mechanisms involved in the
distribution monitoring to end users. The data that is
generated in the smart metering systems can possibly harm
its stakeholders. Hence it is important to protect all the

stakeholders by providing effective security and controls to
the vulnerable elements in the smart metering system. This
demands the importance to conduct a risk analysis to
evaluate the harms, threats and vulnerabilities that are
introduced into this smart modernized systems[5]. Currently
there are numerous risk analysis methodologies available;
there are many differences among them, and hence selecting
an appropriate one is challenging.
Cyber security and risk is an important issue towards the
information confidential problems in the communication
network [7][17]. All the security measures taken to prevent
the disclosure of information to a person or system should
authorize correctly. Risk that technical experts perceive to be
minor often elicits strong public concerns. Consequently
during risk analysis, different perspectives need to be
considered. In a smart-grid the definition of security means
that the system can accurately measure data collection
control centrally in a timely manner and effectively,
preferably no transmission error of any incorrect data or
tempered data should been sent to the control centre. The
smart grid consists of a number of sub-systems that support
an underlying grid infrastructure. The failure of a sub-system
could cascade into another problem which can be closely
related to cyber physical or security impacts. This paper
provides a review on smart-grid cyber security
vulnerabilities, challenges, risk assessment methods and
controls. It also presents current cyber security and risk
management works that aim to handle these challenges.
The rest of the paper organized as follows. Section-2 discuss
the smart-grid communication system, Section-3 describes
the smart-grid reliability for cyber security, Section-4
presents the smart-grid challenges and risks assessment,
Section-5 discussed the solutions to the challenges of smart
grid risk assessment and Section-6 discuss cyber security risk
management and finally in Section-7 it conclude the
conclusion of the review.
II SMART-GRID COMMUNICATION SYSTEM.

Smart-grid is a digital communications systems model for
data Acquisition, as shown in Figure-1, where one or more
regional control centre units integration in a plane to
overseeing the operation of power plant and substations data
acquisition control.
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Figure1.“Smart-grid Data Acquisition Communication Model”

[3].

A smart grid performs data collection and power distribution
in a layered structure. Most of the controlling mechanisms
are performed by the regional control system which generally
do data acquisition from the metering system and support in
data management and power distribution operations.
Whereas, substations manage to control the RTUs, HMIs,
circuit breaker log storing servers and communication
gateways[3].
The enhancement of the smart-grid with GPS provides
real-time and accurate measurement of the widely distributed
phase measurement units (PMUs) . A reference in GPS, PMU
can accurately measure the positive sequence voltages and
currents for each phase. Increases the accuracy of the
estimate of the situation and notes to enhance the viability of
the power network.
A. SCADA - Supervisory Control and Data Acquisition.
SCADA is a core of a substation system for monitoring and
control. It helps in achieve higher reliability utilizing
distribution automation and remotely control medium
voltage through computerization to reduce the maintenance
costs. Today, SCADA is a reliable wireless communication
using more than one channel, and a powerful integrated
solutions is provided remotely using installed electrical
equipment by RTUs. In Distribution Management System
(DMS) SCADA RTUs is the leading vendors worldwide
seamlessly interface with the control canter with a wide
range of high performance [20].
B. Communication Network.
The demand of electricity, operational and commercial
requirement are need to be considered. Also, need to see
requirements of existing and future functionality that
supports data communication networks and require a

high-performance. Such communications applications form
the core of a network of electric automation system. In [36] a
hybrid network framework is discussed and it also presents
the challenges and risk causes in the electric automation
system.
Internet-based virtual private network (VPN), power line
communications, wireless communications and satellite
communications systems in the electric hybrid network
framework can support heterogeneous data requirements to
the automation application. A smart electricity grid
communications network is expected to be a structured
framework for automation of new technologies of
communication, and, therefore, to be used in the
decision-making process more efficient and direct.
Scalable and smart-grid network systems in a variety of
different solutions for the communications networking
structures. Advanced metering infrastructure (AMI) solution
can be meshed or point-to-point, short or long range wireless
broadband local communications coverage[21] . Solutions,
such as “WiMax, WLAN, WSN, cellular and LMR”,
reliability, performance, and as a hedge, depending on the
desired use. Wireless communication solutions can be either
licensed or unlicensed, again depending on the needs of the
utility. For maximum reliability, should be allowed to
choose. Each option has its advantages and disadvantages,
but what is true and solutions to consistently be a security
solution is scalable [22].
III. SMART-GRID RELIABILITY
The legacy cyber business network security techniques are
unlikely to be safe and it required internet for data
communication and well suited to a smart-grid
communications system. Comparatively regular business
network systems and smart-grid network communications
systems are needed to be protected from cyber attacks[15]. It
is important for real-time performance and ensure
continuous operation of a system of smart-grid
communications. These applications are not originally
designed for global business network environment.
Therefore, it is necessary for security solutions where they fit,
among other things, a control canter and or a sub-station
within the communications networks to embrace, and to
develop a unique solution in the gaps where traditional
business network does not work in cyber security solutions
application[28].
Reliability of a smart-grid network relies on the trust, secure
and availability of the control over communications
application systems[19]. The developed smart-grid
communication systems are becoming better control and
increasingly sophisticated for allowing and higher
reliability[31]. Smart network connection degrees high, it
will be necessary to support the new features. Meanwhile, a
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higher level of connectivity, sophisticated security protocols
to deal with cyber security attacks and risks.
The general requirements for a high level of security in
relevant to safety requirements are privacy, availability,
integrity,
authentication
and
authorization
and
dependability. In the following section we discuss these
requirements.

[27], a new type of attack, called the proposed false data
injection attacks. A meter at risk of an attacker already has
assumed, and stressed that the attacker can take advantage of
a power system configuration to launch attacks injecting
false data monitoring canter, which will check the integrity
of the data used by the legitimate need to overcome the
current power systems.

A. Privacy.

D. Authentication and Authorization.

Privacy issues were able to be derived from the privacy of
customer data which covers the consumption measurement
devices. Consumer data can be used to gain insights into the
behavior of a client's information [25].
Smart-grid communications and customer privacy have
unintended consequences. Shortly after the smart meter
storage, and distribution instructions for use of light acts as a
channel of information rich side, customers' habits and
behaviors show. Most of the activities, such as viewing TV,
they have signatures to detect energy consumption. Financial
or political incentive to align the place where history data
need to conduct data mining techniques to quickly evolve to
match the desires of those who would exploit the
information's [29].

Authentication is a true part of the communications system
and the identity of a major internal mapping system which is
concerned about the determination of the user identity for a
known system. Most other security objectives are notably
authorization, authentication of users to distinguish between
legitimate and illegitimate.
Authorization, described as an access control to a system or
people to prevent unauthorized access to the system. In a
broader sense, the mechanisms to distinguish between legal
and illegal users of all other security objectives, for example,
confidentiality, integrity, and so in this sense refers to tighter
access control, limiting its ability to issue commands to the
plant control system. Violation of authorization may cause
security issues.

B. Availability.
Availability cannot deny access to unauthorized persons or
systems or ensuring that authorized users. The blocks of
smart-grid systems, such as generation plant, systems
controlling, security systems, working stations, engineering
workstations, manufacturing execution systems, and
components build a synchronize systems for communication
between blocks and the outside world. Malicious cyber
attacks targets the availability of denial of service (DoS)
attacks to delay or even grid network nodes that can be
considered to be available for communication and in
information exchange it damaged a block transmission of
information and network resources. Therefore, it is essential
that the impact of DoS attacks on smart-grid and effective
countermeasures to evaluate the design of these attacks
[15][37].
C. Integrity.
Integrity prevents inadvertently changing of the integrated
information systems refers to unauthorized persons.. The
objective information integrity is to the transformation of the
defense-mail injection, called the message, and the message
over the network to another delay. Violating the integrity of
security can cause risks and can harm to the equipment or
peoples.
The risk of attacks on the integrity of the data-driven power
networks is, in fact, true. One of the most notable recent work

E. Dependability.
The new design of the smart-grid communications systems is
to form a layered framework. Smart-grid network systems,
software applications associated with the growth of the power
system resulted in numerous fluffiness. It developed a variety
of programming languages and platforms extending or
usually leads to the development of new and old applications
to integrate with legacy systems. Therefore, it cannot be
approached in the future smart-grid network security as a
new beginning.
Along with the developed systems for smart-grid
communications, cyber security infrastructure and
monolithic form, is not a viable option. Instead, multi-layer
frameworks and advanced methods of control and
dependable software and hardware infrastructure, as well as
monitoring mechanisms for the protection of the devices at
the same time is
determined. Dependable software
infrastructure as well as to identify and isolate the
upper-layer applications can be designed in order to secure
an independent cross-layer communication. In addition, the
flexibility of the architecture part of the exchange, or to
update the system in safe mode and new laws and regulations
or in the future due to new developments in the energy
market [23].
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IV. SMART-GRID CHALLENGES AND RISKS
ASSESSMENT
Smart-grid technology developments and architecture
designing approaches standards are based on the variety of
regulations to support the challenges of the future electricity
network. This objective of smart-grid network
communications architecture, cyber security and cyber
security architecture requirements, dependency facilities to
promote the heritage and the regulations presented based on
industry standards.
To build and operate a secure communications system for
smart-grid main challenges include smart-grid networks,
security services and security policy and operations
differences between the network and security.

typical
security
services,
smart-grid
network
communications [26]. People, processes, policies and
technologies on the basis of each organization describes a
framework for cyber security operations.

Figure-2: “Security Services of Smart-grid”[26]

A. Smart-grid Networks.
C. Security Policy and Operations.
The network of smart-grid are interconnected with
communication systems but due to the lack of change in the
network there are full of vulnerabilities in many built-in
security applications and devices. It should not be as
important as the smart-grid network model. Cyber security
must be built into the solution to smart-grid network layers
through the interruption, interception, modification and
manufacturing to minimize threats. Where all means of
transport for private networks are a tool to maintain a wholly
owned, would be reduced by a lot of foreign threats, there
would be no access to the Internet for potential intruders.
Effective business knowledge communication helps to re-use
of the Internet and minimize the secured internet connection
which is typically found in a commercial network and these
networks are open to all sorts of threats of attack. Among
them, a group of cyber-attack enemy cause an interruption of
power supply [29] [24].
An internet connection is to be very safe in a smart-grid
network. The need of Intrusion detection is, not only to the
inner vulnerable points [4][16],whereas internet connects a
network of smart-grid network, but it is also a severe prone to
attacks point for a wireless network interface[3].
B. Security Services.
The management and maintenance of a secure smart-grid,
equally important, and the development of a solution to
integrate the smart-grid will be safe. Security services
operators are to recognize control and manage security risks
in
the
smart-grid
network
communications.
High-performance security services, mobility, security and
cost-effective system integrates the expertise which includes
a smart-grid network access. Security services can be
designed to best suit their needs and their usefulness in
achieving organizational objectives. Figure-2 presents a

A smart-grid network reliability of components and the
proper operation of many of these depends on the proper
connectivity. Interrupted by an attacker access to an
electronic component, and configure in smart-grid network
system look like one of the other ingredients and a report or
alarm conditions might attempt. That adversary might
attempt to attack one of the easiest types of DoS attacks,
where the adversary by authorized devices to communicate
from one device to prevent excessive consumption of
resources.
Many industries and researchers will be involved in the
operation of a smart-grid network. Then the smart-grid
communication network distributed intelligence entities are
added, it will be necessary to determine the status of these
entities in the remote authentication and authorization from
one organization to another entity. Great care must be taken
to safety organizations have policies and practices do not
conflict with these other institutions will have to ensure
interoperability. A smart-grid network of organizations
operating in at least the minimum of a set of operational
security policy is formally approved and documented as
industry standards [30].
D. Risks Assessment.
The main objective of risk assessment is to identify threats
and cyber security vulnerabilities and determine their
impact[9][10]. The risk assessment results in terms of safety
and security controls should be used in the determination of
an intelligent network selection. Risk assessment
implements both top-down and bottom-up approach for the
assessment[33]. In addition, existing methods of risk
assessment is divided into quantitative and qualitative
3081
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approaches. And the probability of a threat to the effect that
the use of quantitative metrics. This often proves difficult
circumstances as a result of a shortage of reliable data and
subjective, qualitative approach, which will also take
advantage of other sources of information that are not easily
quantifiable can be used instead, as the threat may be able to
view graphics and game theory models[8]. A database of risk
assessment standards, approaches and tools are maintains by
European Network and Information Security Agency
(ENISA)[34].
ICT dealt with information security risk assessment is
defined in the conventional system, the risk assessment of
intelligent networks is still in its infancy. System
stakeholders, utility providers, manufacturers and system
developers, and intelligent network of risk assessment
remains a huge challenge for several reasons: the areas of
risk assessment, focused mainly on conventional as well as
ICT systems[6][13], or is the traditional power
network[35][36]. This means that the smart grid cyber
security risk assessment for the safety aspects that must be
met.
It was observed that risk assessment is addressed in small
number in most of the designed framework for critical
infrastructures. A high level of security guidelines applicable
for smart grid security and assessment is developed by NIST
for the U.S[12], but it is not provided any general approach
for risks assessment in cyber security. But no specific
methodology is recommended for selecting the appropriate
measures that highlighted the importance of a
comprehensive risk assessment. Performance and Risk-based
Integrated Security Methodology (PRISM) based security
management guideline is developed for the European
Commission to perform risk assessment for energy grid [18].
With any of the security controls in place SGIS proposed risk
assessment assuming that the future of the smart grid which
takes a clean-slate approaches[14][11]. As a result, the
system undergoes a transformation, which is growing into
the power grid set up in such a way that it does not reflect
smart grid. Therefore, as a practical cyber risk management
policy must deal with the many challenges of a complex
combination of legacy systems and new technologies[7].
V. SOLUTIONS TO THE CHALLENGES OF SMART
GRID RISK ASSESSMENT
We are in an ongoing investigation by the smart grid-related
programs will look for the challenges in the implementation
of a risk assessment.
A. Smart Grid Security Guidance (SG). 2
Smart Grid Security Guidance is an Austrian smart rid
security guidance project developed for the assessment of
cyber security. This method is based on the definition of a

national reference structure, and run the legacy systems and
can be applied to both the near-term future developments.
Conceptual analyses of the risks for the future development
of existing systems, which are complemented by practical
security measures are evaluated.
B. EMC2
Schmittner et al.[3] proposed and developed a safety analysis
technique as EMC2 based on the extension of FMEA analysis
and funded by Artemis . It objective is to targets to analyze
the impact of cyber attacks on the safety measures. This
project is embedded in multi-core systems mostly found
implemented in the automotive industry. It will enable us to
directly compare the safety and security incidents, threats
and support analysts actors, among others, the incentives and
the ability to determine the action. While the aspects of this
project is to study the safety and security for embedded
systems based on the technique of smart-grid network
components and sub-systems can be tailored to the specific
analysis.
C. HyRiM - Hybrid Risk Management.
Hybrid Risk Management project is for utility Providers. The
utility networks can be applied to the development of novel
techniques for risk analysis. One aspect of the project are part
of a study investigating the effects of cascading, and through
which electricity grid corresponds to the effects of events in
the transport system. HyRiM are based research and smart
grid, which is connected to each other and the power of ICT
networks and sub-system consists of more than necessary.
D. SECCRIT - Secure Cloud computing for Critical
Infrastructure IT.
Secure Cloud computing for Critical Infrastructure IT project
provides high-assurance of ICT services, including services
that enhance critical infrastructure, in order to study how to
support the implementation on the Cloud. A cloud-specific
threat and vulnerability services should be applied to the
catalog for developed and understand the risks associated
with migrating to Cloud. Cloud assess the risks associated
with the use of similar challenges as those for the smart grid,
there are a number of organizations in relation to the risks of
the complex responsibilities.
E. SPARKS - Smart Grid Protection Against Cyber Attacks.
Smart Grid Protection Against Cyber Attacks projects focus
on the cyber security and smart-grid network of resistance is
being investigated with appropriate methods of risk
assessment. The project will make a special contribution to
the attack scenario simulation and modelling, and a
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cyber-attacks on the smart grid can be used to understand the
potential impact.
VI. CYBER SECURITY RISK MANAGEMENT
Smart-grid's is a reformation of the electrical system, along
with two-way movement of electricity and information,
information technology (IT) and telecommunications
infrastructure has become a severe infrastructure in the
energy sector. Global cyber security strategy for Smart-grid is
to alleviate these conditions and infrastructure development
as well as domain-specific solutions for the different parts of
a common strategy to ensure effectiveness.
Therefore, management and infrastructure, and to protect the
components risks of these systems will also have to get more
and more diverse energy sector. This is required to achieve
the level of security that the architectural design.
“Smart-grid Cyber Security Coordination Task Group”
(CSCTG) established by NIST, which is now more than 200
volunteers in the public and private sectors which includes
academia, regulatory and federal agencies are working to
mitigates the cyber security risks.
The establishment of a cyber-security strategy, generally
requires the needs of a risk management framework for
Smart-grid. Both the sectors are in this framework and the
risk management is based on the existing approach. The risk
management framework on smart-grid and its domains and
sub domains, such as houses and businesses, is expected to
produce the effect of the threat, vulnerability, and threat to
the information set out to combine the processes.
The additional risks to the smart-grid can be due to as
follows:
 Due to the complexity of the grid and weaknesses and
the potential attackers mistakenly, increase
exposure to increase the present imperfections.
 Interconnection networks are more prone to common
vulnerabilities.
 Communications disturbances and the introduction
of harmful software vulnerabilities that can cause
denial of service (DoS) or compromise the integrity
of systems and software.
 Increase the number of access points and pathways
for prospective adversaries to exploit.
 The prospective to endanger the confidentiality of
data, among other things and breach of customer
privacy.

VII. CONCLUSION
Smart-grid as a service provider framework requires
comprehensive cyber security solutions. It requires security
solutions for the communication based on the traditional
schemes security such as authentication, PKI mechanism and
trusted computing mechanism and it is also clear that
standards-based smart-grid communications infrastructure
requires the state-of-the-art security to ensure the use of
communication protocols. Smart-grid networks of the future
for many of the new requirements can only be met through
the support of a wide range of ICT infrastructure will be able
to respond. This changes the importance of cyber issues:
safety and reliability of the electricity network has been in the
focus of security considerations, until now, cyber attacks as
well as emerging risks to consider in the future. ICT is
focusing in the areas of risk that cannot be immediately
applied to smart-grid networks. Even specific security for the
smart-grid is exists for the cyber risk assessment and special
challenges associated with the networks, such as the
relationship between safety and security risks, mix of legacy
systems and novel systems are often failed, or unable to
understood the potential cascading effects. Many research
works are in progress to meet the current challenges.
Smart-grids are a common target of these efforts,
understanding and support smart grid stakeholders and
assessing vulnerabilities and cyber threats, and cyber and
energy security assessment processes by integrating systems
to provide guidelines for effective risk management.
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