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Abstract— Grand growth of online social networks ( OSN's )
in recent years and become a de facto portal for hundreds of
millions of Internet users. Due to the tremendous increase of
users on social network websites, the needs to assist users to
manage their large number of contacts, data and information
as well as providing privacy protection become more and more
evident. Unfortunately, limited tools are available to address
such needs and reduce users workload on managing their social
relationships. Most of the online social networks such as
Facebook ,which allows users to limited access to shared data,
they are not providing any mechanism or any technique to
provide privacy involvement over data which is related with
multiple users.
To tackle this issue, We are proposing an approach to
facilitate online social network users to enable the protection of
shared data associated with multiple users in OSNs.
Index Terms—Social network, privacy, multiple users.

I. INTRODUCTION
Since its creation, the Internet has many information
sharing networks, the most well-known of which is the
World Wide Web. Recently, a new class of information
networks called “online social networks” have exploded in
popularity and now rival the traditional Web in terms of
usage. Literally, privacy means the right to be independent
of every external interruption or interference and become free
by oneself. It can also be referred as the right to prevent one's
personal information from being exposed to others. The
Online Social Network (OSN) has shown tremendous growth
in a very short span which is clear from the thing that day by
day the number of OSN users is increasing .The user base of
Facebook alone has crossed 800 million around the globe.
Almost everyone is member of at least one of the Online
Social Networks. The OSN user can easily find his friend by
searching the OSN.
It is believed that Social networks have challenges for
mankind as well as its opportunities has a special dynamic
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attribute to human social development. To provide more
evidence for this point, online social networks have both
positive and negative sides, definitely, it is cheaper to use
online social networking for both personal and business use
because most of the services are free, and at the same time,
users can easily develop their social life [6]. However, for the
negative side, sometimes users have to be extra-careful in
using online social networks. This is because; there are many
reporting cases of hacking of one’s identity. Besides, this
negative consequence, social networking sites (SNS) are
online environments in which people create self-descriptive
profiles and then make links with other people they know on
the site.
The online social network ( OSN ) provides each user with
a virtual space which contain profile information, a list of the
user’s friends, and webpage's, such as wall in Facebook,
where users and friends can post content and leave messages.
A user profile usually contains information with respect to
the user’s birthday, gender, interests, education, and work
history, and contact information. OSN user also can not only
add the information or post the information on their own wall
or post the information to friends wall but also tag other users
who appear in the content.[1]
OSNs currently provide simple access control mechanisms
which allows users to access to data and information
contained in their own spaces, users, unfortunately, there is
no control over data residing outside their spaces [2]. For
example, when a user uploads a photo and tags friends who
appear in the photo, the tagged friends cannot restrict or
cannot set the privacy setting who can see this photo, even
though the tagged friends may have different privacy
concerns and tagged friends having different privacy setting
about the photo. Because of this limitation we are developing
collaborative management for shared data in OSNs, known
as MPAC model. [1]
II. BACKGROUND
We begin by defining online social networks, providing a
brief history of their growth
in popularity, and detail the mechanisms that today’s
online social networks provide for users to connect and share
content.[5]
An online social network to be a system where (a) users
are first class entities with a semi-public profile, (b) users can
create explicit links to other users or content items, and (c)
users can navigate the social network by browsing the links
and profiles of other users.
Online social networks serve a number of purposes, but
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three primary roles stand out as common across all sites. First,
online social networks are used to maintain and strengthen
existing social ties, or make new social connections. The sites
allow users to “articulate and make visible their social
networks”, thereby “communicating with people who are
already a part of their extended social network” . Second,
online social networks are used by each member to upload
her own content. Note that the content shared often varies
from site to site, and sometimes is only the user’s profile itself.
Third, online social networks are used to find new,
interesting content by filtering, recommending, and
organizing the content uploaded by users.[5]
III. LITERATURE REVIEW
Author Imen Ben Dhia developed an access control model
for OSNs that enables a fine-grained description of privacy
policies. These policies are specified in terms of constraints
on the type, direction, depth of relationships and trust levels
between users, as well as on the users properties. This model
relies on a reachability based approach, where a subject
requesting to access an object must satisfy policies
determined by the object owner.[3]
Author Imen Ben Dhia proposed solution aims to
support users when they wish to restrict the visibility of their
resources to a smaller subset of their contacts. In this paper,
author propose a reachability based access control model that
allows users to express their privacy preferences as
constraints on existing links with other users. Experimental
results verify the effectiveness of our approach over real
social networks datasets.[3]
Author Jun Pang and Yang Zhang first identified a new
type of access control policies that are meaningful but have
never been addressed in the literature. Namely, users in
social networks can express access control requirements not
only based on their social relations, but also on their
connections through public information. Then author Jun
Pang and Yang Zhang defined a social network model
containing users and public information. Based on this
model, author proposed a hybrid logic to define access
control policies.[8]
Author gave a number of policies based on public
information and formulated them precisely in our proposed
logic. In addition, author have used category relations among
public information to extend our logic and make it more
practical.[8]
Author Y. Cheng, J. Park, and R. Sandhu, developed an
access control model for OSNs that provides finer-grained
access control for users usage and administrative access by
utilizing
user-to-user,
user-to
resource
and
resource-to-resource relationship-based policies. These
policies are specified in terms of relationship path patterns
between the accessing user and the target together with hop
count limit of the relationships.[4]
Specifically, author introduce the skipping of some
relationship path expression in the policy specification in
order to offer more expressive policies. The decision modules
of the system determine authorizations by retrieving different
policies from the accessing session, the target and the system,

and then making a collective decision. To address policy
conflicts, author apply conflict resolution policies over
relationship precedence. In the future, author is planning to
extend his model to incorporate attribute-based controls.[4]
Author also plan to extend our path checking algorithm
of U2U relationships to cover the U2R and R2R
relationships.[4]
Author Anna Squicciarini , Sushama Karumanchi , Dan
Lin, Nicole DeSisto, proposed an approach which helps users
in managing their social network contacts into relevant
groups automatically, and also helps users set up their
privacy policies automatically for their uploaded content.
Organizing contacts into groups helps users set privacy
settings for newly added content or new contacts joining their
social circles.[6]
Authors Philip W. L. Fong and Mohd Anwar, Zhen
Zhao, work takes a first step in deepening the understanding
of this access control paradigm, by proposing an access
control model that formalizes and generalizes the privacy
preservation mechanism of Facebook. The model can be
instantiated into a family of Facebook-style social network
systems, each with a recognizably different access control
mechanism, so that Facebook is but one instantiation of the
model.[7]
Author Philip W. L. Fong and Mohd Anwar, Zhen
Zhao also demonstrate that the model can be instantiated to
express policies that are not currently supported by Facebook
but possess rich and natural social significance. This work
thus delineates the design space of privacy preservation
mechanisms for Facebook-style social network systems, and
lays out a formal framework for policy analysis in these
systems.[7]

IV. PROBLEM STATEMENT
To enable the protection of shared data associated with
multiple users in online social networks with the help of
access control mechanism.
With the help of multiparty access control model we will
implement the MController application .A core component
of MController is the decision-making module, which
processes access requests and returns responses (either
permit or deny) for the requests.
There are three main modules which is given below.
1. Multiparty Access Control Model.
2. Multiparty policy evaluation process.
3. Decision Making Module.
V. METHODOLOGY
Multiparty Access Control ( MPAC ) Model
An OSN can be represented by a relationship
network, a set of user groups, and a collection of user data.
The relationship network of an OSN is a directed labeled
graph, where each node denotes a user and each edge
represents a relationship between two users. MPAC includes
different controllers, owner, contributor, stakeholder, and
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disseminator.[1]
Multiparty Access Control ( MPAC ) Controllers
Definition 1 (Owner): Let d be a data item in the space of
a user u in the social network. The user u is called the owner
of d.
Definition 2 (Contributor): Let d be a data item
published by a user u in someone else space in the social
network. The user u is called the contributor of d.
Definition 3 (Stakeholder): Let d be a data item in the
space of a user in the social network. Let T be the set of
tagged users associated with d. A user u is called a
stakeholder of d, if u 2 T.
Definition 4 (Disseminator): Let d be a data item shared
by a user u from someone else space to his/her space in the
social network. The user u is called a disseminator of d.[1]
Multiparty Policy Evaluation Process

2) Strategy-Based Conflict Resolution with Privacy
Recommendation
The owner’s decision has the highest priority. This
strategy achieves the owner control mechanism that most
OSNs are currently utilizing for data sharing.
A core component of MController is the
decision-making module, which processes access requests
and returns responses (either permit or deny) for the requests.
To evaluate an access request, the policies of each controller
of the targeted content are enforced first to generate a
decision for the controller. Then, the decisions of all
controllers are aggregated to yield a final decision as the
response of the request.

VII. CONCLUSION
In this paper we proposed the collaborative multiple user
data management mechanism in OSN. It involves multiparty
policy specification and evaluation scheme. A Mcontroller is
used to implement to manage multiple user privacy and
security mechanisms for the user data. A privacy conflict
occur due to different privacy setting, so we implement
decision making module which gives the correct decision for
privacy setting. This module correctly decides to whom
shared information should be shown.
So, We proposed multiparty access control mechanism
for multiple users to share the data in online social network
in secure manner.
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