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ABSTRACT
The VANET security has become a important and active area
within the research community. Despite the various attacks
aimed at particular nodes in VANET that have been revealed,
many attacks including multiple nodes still achieve little care.
Furthermore, it might also have to do with the conception in
which no taxonomy or survey has been performed to clarify the
features of several multiple node attacks. This paper presents
the aforesaid gap by offering a suitable definition and
classification of Sybil attacks in VANET. In the suggested work
GA has been employed with fitness function optimization.
Genetic Algorithm can be utilized to invent elementary
principles for networks traffic. At first, we establish a network
according to our requirement, then show Sybil attack on the
network and examine some particular parameters value on
these attacks on the network which are provided as
throughput, network load, end delay and packet delivery ratio.
Then, we present genetic algorithm for optimization of fraud
nodes then again examine the value depending on some
particular parameters.
Keywords: VANET, Genetic Optimization Algorithm, Security.

I. INTRODUCTION
VANETs are one kind of mechanism to apply Intelligent
Transportation System, which is a system designed for
conveying communication technology as well as data in the
direction of carrying vehicles as well as infrastructure[4,5].
The aforesaid is performed on IEEE 802.11p standard meant
for Wireless Access intended for Vehicular Environment
(WAVE). These networks have no fixed infrastructure; in
summation to they are based on themselves for performing
any type of network functionality
[6]. Security of vehicular networks is however principally a
disclosed part. VANET, availability as a wireless network,
take over altogether type of the security dangers which is a
Wireless framework has to deal with. VANET security is
Dangerous because a poorly considered Vehicular Ad hoc
Network is susceptible to network attacks, also this know
how to compromise the drivers of security [7,8]. A security
framework must ensure which of the broadcast produces
beginning a reliable source as well as it is not a tampered
route by any other sources. It must also incursion a balance
with confidentiality as for performing privacy as well as
security consisted in a framework is inconsistent [9].

Figure 1: Vehicular Ad hoc Network

There are various kinds of possible attacks on Vehicular Ad
hoc Networks [10, 11]. This one is critical in which
Vehicular Ad hoc Network security should be skilled of
maintaining each of the single kind of attack [12,13]. By
Sybil attack is one of the serious attacks that has been
discovered these days. Sybil attack is a type of security risk
when a hub in a system confirms several features [16]. Most
systems, same as a shared system, depend on considerations
of personality, where each PC speaks to one character [14]. A
Sybil attack occurs when an Unreliable PC is caught to claim
various characters. Challenges reveal when a reputation
system, (for instance, a record sharing reputation on a
system) is betrayed into believing that an attacking PC has a
disproportionally wide effect [15]. Correspondingly, an
attacker with different personalities can use them to behave
maliciously, by either taking data or interfering
correspondence. Sybil attacks have showed up in various
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conditions, with wide uses for well being, security and trust.
For example, a web survey can be static using many IP
locations to represent countless. Some organizations have
likewise used Sybil attack to enhance better appreciations.
In this paper, Sybil attack prevention has been suggested
utilizing genetic algorithm. The remaining paper is
presented as Section 2 provides the detailed description of
Sybil attack prevention in VANET. Section 3 consist the
results and formulation in MATLAB and at last Section 4
consist conclusion and future scope.

II.

RELATED WORK

[1] In this paper the author detects Sybil attack through
cryptographic system. In this method a fixed key
infrastructure is used for identifying Sybil attack. For
reviewing the results of this study a Mat lab simulator is used.
There is very less delay in detecting Sybil attack in this
method, as almost all operations are implemented in
Certification Authority, so the proposed method is an
efficient method for identifying Sybil attack. The only
problem in this proposed method is that, when nodes prompt
to other region the method does not work properly. [2] Fake
messages and forge nodes are identified by observing their
actions afterward of their sending out the messages by using
the concept of data-centric Misbehavior Detection Schemes
(MDS). In the data-centric MDS, Whether the received
information is correct or not is decided by each node and it is
made on the basis of consistency of recent received messages.
There is no need of Voting or majority decisions, which
makes MDS more reliable to detect Sybil attack. Once the
attack is identified, Irrespective of revealing all the hidden ID
of suspicious nodes, fine is imposed on those nodes and thus
de-motivating them to act selfishly. Thus the computation
and communication costs that were indulged in revealing all
the hidden ID of suspicious nodes are reduced by this
approach and the same is shown in the results. [3] In this a
new timestamp series approach is suggested which is based
on road side infrastructure. No special infrastructure or
public key infrastructure is required in this approach. The
case that two vehicles passes multiple RSUs simultaneously
is uncommon, thus considering this assumption and
impermanent relation between vehicles and RSU, two
messages having identical timestamp series by same RSU
will be taken as a Sybil attack by that vehicle.

III.

prevent intruders from attacking the system. Some of it
includes resource testing, public key cryptography, Passive
Detection through Single Observer, Passive Detection
through Multiple Observer, Propagation model, Active
Detection by Position Verification, Sensor-Based Position
Verification. Now we will discuss all of these one by one.

SYBIL ATTACK

As VANET is an emerging research area and so are its
security issues. There are many security issues in VANET
but here in this section we will be dealing with one of its
major security issue i.e the SYBIL ATTACK. SYBIL attack
is a malicious attack in which the attacker creates multiple
identities and uses them to gain a disproportionately large
influence. SYBIL attack is very grievous as the attacker can
play any kind of attack with the system scaling down the
efficiency of VANET to a larger extent and thus making it
less feasible for practical approach. These forge identities
also creates a semblance that there are additional vehicles on
the road. Thus the need of ensuring that any confidential
information is neither modified nor misused by an attacker.
For the prevention various strategies have been developed to

Fig. 2 Sybil Attack

Resource Testing:- proposed by Douceur, this technique
can be utilized to detect Sybil attack. It is based on the
assumption that every single node has confined
computational resources. But this technique has few
limitations too. The first one is any malicious node may have
more resources as compared to authenticated nodes.
Secondly, this can bring out network congestion as there is a
large number of replies/requests messages on the network.
Public Key Cryptography:another mechanism of
resolving Sybil attack is by the use of public key
authentication. In this technique the digital certificates
provided by TTP are combined with signatures utilizing the
asymmetric cryptography. There is a CA for each region
which issues certificates. The CA follows a hierarchy. The
nodes communicate with each other by sending signed
messages. The authenticated messages are kept and rest are
ignored thus preventing Sybil attacker from intruding into
the system. The problem with this approach is that it is very
complex, time consuming and requires large memory.
Sensor-Based Position Verification:- malicious nature of
the nodes is detected by using multiple sensors rather than
using stationary infrastructure. The verification of the
location information given by GPS system and detection of
forge position information is done by using sensor data. The
authentication of a node is done by calculating a trust value
IV.

DETECTION OF SYBIL ATTACK USING
GENETIC ALGORITHM
This is the mechanism for detection of Sybil attack explained
by the framework flow chart:
1255

All Rights Reserved © 2016 IJSETR

ISSN: 2278 – 7798
International Journal of Science, Engineering and Technology Research (IJSETR)
Volume 5, Issue 4, April 2016
Step 1: Start
Step 2: obtain the network parameters from the provided
VANET system. Every chromosome is then formulated for a
fitness function by taking the different network parameters.
Step 3: Compute threshold T1= average (NPi). Then the
threshold is evaluated by computing the mean of the
individual network parameters. Then the fitness criterion for
each and every network parameter is evaluated
Where, T1 = First Threshold
NPi = Network Parameter i.e. network throughput, delay for
I = 1, 2, 3….N. N= Total no of nodes in the network.
Step 4 : Encode chromosomes depending on threshold
formulated.
Step 5 : Then Shortlist chromosomes depending on fitness,
(NPi<=T1) then {NPiop =1} else {NPi =0}.
Step 6 : Now, evaluate T2 as the weighted mean of the
network parameters. Then the living Sybil nodes are the ones
with the value of all the optimal parameters to be zero. Hence
these nodes are found and plotted versus their node
identification number.
Step 7 : Stop.
Below flowchart is the suggested mechanism to prevent
network Sybil attack. The very first phase is the network
parameters collection i.e. no. of rounds, no. of nodes,
network width, and network length. After that network
deployment happens that presents the data packets
transmission from source to destination. After Sybil nodes
detection takes place in the network. After this parameter
formulation in Sybil attack takes place. Then employ genetic
algorithm to examine these parameters so that Sybil attack
prevention takes place. At last again parameter formulation
has been done while examining with genetic algorithm.
Optimization has been performed utilizing combination of
fitness function and thresholding.

V. Conclusion
VANETs is quiet not secure as well as susceptible to various
attacks so there is requirement of a proficient, dependable as
well as a secured protocol which can be capable to rapidly
organized and also use dynamic routing mechanism.
Peer-to-peer systems play an ever-increasingly significant
role of our daily life. Since, mostly peer-to-peer systems are
susceptible to Sybil attacks. For designing more effective and
practical Sybil defenses, we suggested an implementation
depending on Genetic algorithm. In this paper, the
challenges concerned to security i.e. Sybil attack has been
studied. Then an Intrusion Detection System (IDS)
particularly for Sybil attacks is implemented employing
Genetic Algorithm, and then examined with networks of
distributed node configurations.
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