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ABSTRACT
With the growing utilization of Wireless Sensor Networks
(WSN) in more and more areas, data transfer security
becomes a important issue in research area. The secret key
cryptography is not capable to offer security in WSN
provided the nature of deployment area in the most
applications. Key distribution lies an important. Currently
several public key cryptography based algorithms have been
explained. In these, first are homomorphism algorithms but
their cost is very high on scarce resource in WSN such as
Battery life. This paper introduces a novel encryption
strategy for obtaining security and energy efficiency for
LEACH-C protocol in WSN. The introduced strategy
employs a hybrid method consisting both kind of encryption
strategies such as public key cryptography and secret key
cryptography both. In the introduced strategy the session key
is distributed to several nodes utilizing public key
cryptography mechanism which improves network security
and also consumes low energy. For data aggregation plain
mechanism (in-network data aggregation) is employed. The
introduced mechanism is compared with public key
cryptography with hidden data aggregation and in network
data aggregation. The result tells that the introduced
mechanism obtained higher energy efficiency in comparison
of other two comparable mechanisms without adjusting
security environment in data transfer.

Class of surveillance applications concentrates on
determining location sensing, crucial events and object
tracking. Hence, for example, homogeneous WSNs could be
used to monitor vibrations and focuses on a large structure
i.e. oil rig or a ship. On the other side, homeland security
applications would need a heterogeneous WSNs containing
of various types of sensors involving biochemical sensors,
radiation sensors and digital video cameras, managed by a set
of base stations [3]. Other potential target domains for
heterogeneous WSNs involve habitat monitoring, battlefield
surveillance and health monitoring.
Types of Sensor Networks
A. Terrestrial WSNs
In these, nodes are distributed in a provided region either in
an ad hoc way (sensor nodes are randomly positioned into the
target area by discarding it from plane) or in pre-planned way
(sensor nodes are positioned according to optimal placement,
grid placement, 2-d and 3-d placement models). However
battery power is restricted and it cannot be recharged,
terrestrial sensor nodes must be offered with an optional
power source i.e. solar cells [4].

KEYWORDS: secret Key Cryptography, public Key
Cryptography, LEACH-C, hidden Data Aggregation, In
Network Aggregation.
I. INTRODUCTION
Wireless sensor networks (WSNs) are consisted of large no.
of densely deployed sensors. A key characteristic of these
networks is that their nodes are unavailable. WSNs can be
used in a broad variety of applications needing either a
particular kind of sensor or a mixture of sensor types [2]. The
class of environmental monitoring applications concentrates
on physical variables i.e. lighting conditions, temperature,
motion, noise, object presence and mechanical stress. The

Figure 1: Wireless Sensor networks (WSN)
B. Underground WSNs
In these, sensor nodes are forgotten underground or in a mine
or cave that monitors the underground situations. Sink nodes
are positioned above the ground to send the collected
information from the sensor nodes to the base station. These
are more costly as compared to the terrestrial sensor networks
because suitable nodes are to be chosen that can confirm
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reliable communication through rock, soil, water and other The introduced work is about to employ some security
mineral contents [3].
methods in LEACH-C protocol to offer a full proof security
by employing more rounds of transmission to BS and less
C. Underwater WSNs
In these, vehicles and sensor nodes are positioned energy. For this, various choices are introduced to enhance
underwater. Autonomous vehicles are utilized for collecting the complete security scenario and consume less energy. At
the data from the sensor nodes. Sparse deployment of nodes last, introduced methods are defined and these are compared
is performed in this network. Main issues that come under for energy consumption.
this while communicating are long propagation delay,
restricted bandwidth and signal fading issue [4].
III. LITERATURE REVIEW
D. Multimedia WSNs
Kumar & Pal. 2013:- The scope of this research paper is the
In these, low cost sensor nodes are fitted with microphones protocol aided LEACH (A-LEACH) which obtains uniform
and cameras. These nodes are positioned in a pre-planned and decreased distribution of dissipated energy by
way to confirm coverage. Problems in these networks are distinguishing the tasks of data aggregation and routing. It
requirement of high energy consumption, high bandwidth, presents the idea of helper nodes which guide cluster heads
data processing, quality of service provisioning and for multi-hop routing. A novel algorithm has been developed
compression mechanisms, and cross layer design [7].
to provide energy effective multi-hop route establishment for
helper nodes to arrive base station. The suggested protocol
II. MOTIVATION
increases the network lifetime, reduces total energy
In a sensor particle a small amount of resources are remained dissipation in the network and distributes dissipation among
for security to be enforced. This is not sufficient to even keep sensor nodes, cluster heads and helper nodes vis-à-vis
the variables for asymmetric public key based cryptographic LEACH. This is supported by results of simulation. Helper
algorithms i.e. RSA and Diffie-Hellman. Therefore public nodes in assisted LEACH (A-LEACH) protocol has
key based systems are not suitable for sensor networks. Due enhanced the network lifetime by distributing the reduced
to the resource constraints another solution is to utilize global energy dissipation across the nodes. Simulation results and
keys. This is viable but a global key based system does not theoretical analysis ensure this.
offer the required level of security. In opposite, complete Aslam, M., et al. 2012:- The main stress of his study is how
pair-wise keying among nodes offers the best possible to explore routing protocols work for increasing the life time,
security, but it is not suitable for sensor network because of and how quality of routing protocol is enhanced for WSN. In
the resource restrictions [5].
hierarchical routing protocols entire network is classified
The easiest mechanism of key distribution is to preload a into several clusters. One node in every cluster plays leading
single network-wide key into all nodes before enforcement part. The only node is the cluster node that can communicate
[14]. Only one single key is saved in the nodes’ memory and to base station in clustering routing protocols. This
once enforced in the network, there is no requirement for a importantly decreases the routing overhead of normal nodes
node to perform key exchange or key discovery however all because normal nodes have to transmit to cluster-head only.
the nodes in communication coverage area can transfer Significant research work has been done in these diffrent
messages employing the key which they already share. On clustering routing protocols in order to increase the lifetime
the other side, this strategy suffers a serious disadvantage and data delivery features.
that adjustment of a single node would lead compromise of S.Ahmed,M., et al. 2011:-The main motive of this research
the whole network by the shared key. Hence it fails in paper is to introduced a clustering algorithm for sensor
offering the basic secure need of a sensor network by building networks ,called Low Energy Adaptive Clustering)
it easy for an antagonist attempting to attack [8].
Hierarchy(LEACH). LEACH forms clusters by using
An alternative key distribution strategy is fully pair-wise keys distributed algorithm, where a node makes autonomous
strategy, such as each node in the sensor network shares a decisions without any centralized control. IMODLEACH
different key with each other node in the network. The major protocol which is an extension to the MODLEACH protocol.
problem with this pair-wise key strategy is its poor Simulation resuls indicate that iMODLEACH in terms of
scalability. The no. of keys that must be saved in every node network Life-time and packets transferred to base station;
is proportional to the total no. of network nodes. However that can be further utilized in other clustering routing
sensor nodes are resource-restrained, this brings important protocols for better efficiency.
overhead which restricts the mechanism’s availability except
for it can only be efficiently utilized in smaller networks.
IV. TYPES OF WSN PROTOCOLS
The mechanism of Kerberos-like key distribution is famous
1. E-LEACH protocol:
in some networks environment. In sensor networks, we can Energy-LEACH protocol enhances the CH selection
employ a authorized, protected station as an arbiter to offer mechanism. It builds residual energy of node as the
connection keys to sensor nodes. The sensor nodes manifest significant metric which selects whether the nodes turn into
themselves to the base station, after which the base station CH or not after the first round [9]. Similar to LEACH
produces a connection key and forwards it to both parties in a protocol, E-LEACH is classified into rounds, in the first
secure manner. An example of this type of protocol is SNEP, round, each node has the same possibility to turn into CH,
which is part of the SPINS security infrastructure [6] [7]. that mean nodes are chosen as CHs in a random way, in the
Since, this type of mechanisms suffers high energy next rounds, the residual energy of every node is different
consumption, which makes it available in most sensor after one round communication and taken into consideration
network applications.
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for choosing the CHs. That mean nodes have more energy 5. V-LEACH: In our novel version of LEACH protocol, the
will become a CHs instead of nodes with less energy.
cluster consists; CH (responsible only for forwarding data
2. TL-LEACH: In LEACH protocol, the CH gathers and that is obtained from the cluster members to the Base
combines data from sensors in its own cluster and directly Station), vice-CH (the node that will become a cluster CH in
forwards the information to the BS. CH might be positioned situation of CH dies), cluster nodes (collecting data from
farther from the BS, so it utilizes most of its energy for environment and forward it to the CH). In the real leach, the
transmitting and because it is always on it will die faster as CH is always on obtaining data from cluster members,
compared to other nodes. A novel version of LEACH known combine these data and then forward it to the Base station
as Two-level Leach was suggested. In this protocol; CH that might be positioned farther from it. The CH will die
gathers data from other cluster members as real LEACH, but faster as compared to the other nodes in the cluster due to its
instead of transfer data to the BS directly, it utilizes one of the operation of obtaining, forwarding and overhearing. When
CHs that stays between CH and the BS as a relay station [7]. the CH die, the cluster will become waste because the data
collected by cluster nodes will never arrive the base station.
In our proposed protocol, along with having a CH in the
cluster, there is a vice-CH that takes the CH role when the CH
dies because the reasons we provided above.

Fig. 2: TL-LEACH

3. M-LEACH protocol: In LEACH, Every CH directly
communicates with Base Station irrespective the distance
between BS and CH. It will take lot of its energy if the
distance is greater. On the other side, Multi hop-LEACH
protocol chooses optimum path between the BS and CH
through other CHs and utilize these CHs as a relay station to
transmit data over through them [8]. First, multi-hop
communication is followed among CHs. Then, consequent to
the chosen optimum route, these CHs transmit data to the
corresponding CH which is closest to BS. At last, this CH
forwards data to BS. M-LEACH protocol performs almost
the same as LEACH protocol, only builds communication
mode from single hop to multi-hop between BS and CHs.
4. LEACH-C protocol: LEACH provides no assurance
about the placement and/or no. of cluster heads. In [13], an
improvement over the LEACH protocol was introduced. The
protocol, known as LEACH-C, utilizes a centralized
clustering algorithm and the same steady-state phase as
LEACH. LEACH-C protocol can generate better
performance by distributing the cluster heads over the
network. At the time of set-up phase of LEACH-C, every
node forwards information about its current position
(possibly determined utilizing GPS) and residual energy
level to the sink. In summation to finding good clusters, the
sink requires to assure that the energy load is evenly
dispersed among all the nodes. To do this, sink calculates the
average node energy, and computes which nodes have energy
lower than this average. Once the cluster heads and related
clusters are determined, the sink forwards a message that
achieves the cluster head ID for every node. If a cluster head
ID same as its own ID, the node is a cluster head; else the
node determines its TDMA slot for data transmission and
goes sleep until its time to transmit data. The steady-state
phase of LEACH-C is same as that of the LEACH protocol.

Fig. 3: VLEACH

By doing this, cluster nodes data will always arrive the Base
Station; no requirement to elect a new CH every time the CH
dies. This will extend the total lifetime of network
V. METHODOLOGY
This section talks about methodology for simulation and
several methods of encryption those can be employed in
WSN and their energy consumption nature. These
encryption methods consists both kinds of encryption
mechanisms; private key cryptography and public key
cryptography. Our primary idea in this thesis is to build a
tradeoff between energy and security needs in WSN.
There are two main methods for data encryption which offer
authentication and security for data. Secret key cryptography
(SKC) offers high level of security and uses less resources in
comparison of public key cryptography (PKC), but key
distribution and management is an important issue of SKC
[15]. It also doesn’t offer authentication and sends this
activity on the shoulders of third party which is not feasible
for Wireless Sensor Network scenario. The PKC offers
authentication as well as data but makes complicated
computation and uses more energy in comparison of SKC.
Public Key cryptographic Algorithms (Homomorphic
encryption) is a kind of encryption which permits particular
types of computations to be enforced on cipher text and
achieve an encrypted result which decrypted matches the
result of operations made on the plaintext. For example, one
person could sum two encrypted numbers and then another
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person could decrypt the result, without either of them being Exchange method. Once distribution of key is finished data
capable to discover the individual numbers value.
can be forwarded to CH and BS employing SKC’s AES
Data aggregation is a necessary data processing primitive in Algorithm. We call this Key Distribution based Scheme
sensor networks. Sensor nodes send data towards the sink (KDS).
node. Sensor nodes nearest to the sink node obtain data from
nodes which are far; they integrate the information into brief
VII. LEACH SIMULATIONS - ALGORITHM
digests. The integrated data is encrypted utilizing Privacy 100 nodes positions are produced in a random manner in a
Homomorphism algorithms. This makes enable end-to-end 200*200 m2 area and a BS is also positioned at (100, 300)
security. Hence implements integrity and confidentiality to position. This deployment result is illustrated in figure 5 and
the data being forwarded. This result into important energy 6. The Base station (BS) is very far from the node deployment
savings over having every node sends their respective region. In the beginning each node is having equal energy
readings directly to the sink node.
such as 5000 Joules and all nodes are live nodes.
The algorithm for above deployment and simulation is
VI. PROPOSED
SIMULATION
OF provided below:
ENCRYPTION SCHEMES
Step 1: produce the network architecture with required
In this paper, we have taken three encryption mechanisms for parameters
simulation. These are explained in the subsequent Step 1.1 makes the field Area
paragraphs.
Step 1.1.1 x and y Coordinates of the base station
Scheme 1: Public Key Cryptography Scheme with bsX=x coordination of BS
concealed data aggregation (PKC-CDA):
bsY=y coordination of BS
In the first mechanism, the sensor nodes encrypt data Step 1.1.2 Create the node model in a random manner.
employing RSA homomorphism algorithm signature x coordination of nodes
generation. Cluster heads integrate the complete data into y coordination of nodes
one without decrypting it and again forwarding data to base Step 1.1.3 in starting there are no cluster heads, only nodes 1
station. This kind of mechanism is also known as Public Key for 'N' =non-CH node, 2 for 'C' = CH node,3 for 'D'= Dead
Cryptography Scheme (PKC) with hidden data aggregation.
node
Scheme 2: Public Key Cryptography Scheme with using Step 1.2 Energy Model (all values in Joules)
in-network data aggregation (PKCINA):
 Specify Initial Energy of node
In this mechanism, the sensor nodes encrypt a novel
 Specify Energy for transferring/ receiving of each bit
produced session key employing homomorphism algorithm
(ETX)
signature. The sensor node utilize this session key to encrypt
 Transmit/receive Amplifier types
data employing AES algorithm and then homomorphism Step 2: plot field area with its nodes and BS
encrypted session key and session key encrypted data is Step 3: for every round
forwarded to the Cluster heads(CHs). CHs decrypt data Step 3.1 Create the new node architecture employing max
employing session key which is fetched by CH’s own private energy leach algorithm (LEACH-C) in starting of every
key and then integrate the complete data into one and again round.
employ homomorphism encryption for forwarding session Max Energy leach algorithm in which nodes are chosen CHs
key and session key encrypted data to BS. This kind of with respect to their remaining energy and no. of CHs is fixed
mechanism is also known as Homomorphism Encryption as p*liveNodes. [9].
Scheme (HES) employing in-network data integration or Step 3.2: if (any cluster is formed during round)
simply Public Key Cryptography Scheme with employing Find Energy dissipation patterns for nodes (Ref section 4.10)
in-network data aggregation (PKC-INA)
End if
End for
Step 4: Display no. of packets forwarded from CH, energy
dissipation per round and dead node pattern for every round.
At last, when clusters are formed then packets are forwarded
from non-CH nodes to CH nodes and finally CHs nodes
forward their packets to BS. The CHs also uses energy in data
integration and receiving. All nodes use transmitting energy.
Energy dissipation for nodes is a distance factor from BS.
This chooses whether to utilize free space or multipath
transmitter.
Figure 4 WSN Node Deployments
Scheme 3: Key distribution on based scheme (KDS):
In this mechanism, Base Station first distributes a common
session key for every round which is encrypted by each
node’s public keys. Every sensor node decrypts the session
key employing its own private key. This is also known as key

VIII. RESULT AND DISCUSSION
This table shows the results achieved from the experiments
performed according to the setup described in the previous
section. Three algorithms have been carried out in this paper.
In the first algorithm, sensor nodes change data employing
RSA based homomorphism algorithm signature production.
Cluster heads integrate the complete data into one without
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decrypting it and again forwarding data to BS. This kind of rounds executed by the algorithm. This can be assured by the
mechanism is also known as Public Key Cryptography figures 5 to 6.
method (PKC) with hidden data aggregation (PKC-CDA).
Further a novel method is taken in which a newly created
session key utilizing RSA homomorphism algorithm
signature. The sensor node employ this session key to encrypt
data utilizing AES algorithm and then RSA encrypted
session key and session key encrypted data is forwarded to
the Cluster heads(CHs). CHs decrypt data utilizing session
key which is fetched by CH’s own private key and then
integrate the complete data into one and again utilize RSA
encryption for forwarding session key and session key
encrypted data to BS. This kind of mechanism is also known
as Homomorphism Encryption based Scheme (HES)
utilizing in-network data aggregation or Public Key
Cryptography Scheme (PKC) with in-network data
Figure 6: Results for No of dead nodes
aggregation (PKC-INA).
Third algorithm employs RSA based key distribution in
IX. CONCLUSION
which BS first distributes a share session key for every round
In
this
paper we have evaluated performance of three
which is encrypted by every node’s public keys. Every sensor
cryptographic
methods for protected data routing in WSN.
node decrypts the session key utilizing its own private key.
Simulation
parameters
for performance evaluation are Dead
This is also known as key exchange method. We call this Key
Nodes,
Residual
Energy,
Packets forwarded to BS. These
Distribution based Scheme (KDS).
simulation
parameters
are
illustrated
in above figures and are
The fundamental routing protocol for these methods is Max
drawn
against
no.
of
rounds.
If
we
take
residual energy and
Energy Leach which is effective in energy equip-distribution
total
no.
of
rounds
then
introduced
RSA
Key Exchange
in the network which helps in longer life time and detained
Based
LEACH-C
performs
better
as
compared
to other two
death of network. In this scheme a static no. of CHs are
methods.
But
residual
energy
at
the
end
of
total
no. of round
chosen depending on the residual energy of nodes that are
tells
that
Max
Energy
LEACH
most
uniformly
distributed
active. The active non-CH nodes become a part of cluster
energy
dissipation
between
nodes
in
all
the
methods
due to
with the closest CH. Once clusters are made CHs gathers data
utilization
of
LEACH-C
in
all
methods.
In
these
experiments
from its cluster nodes and forward it to BS by adopting one of
the above explained methods of data encryption. This method we have observed that better performance can be obtained
is also known as LEACH-C. In the table it is clearly utilizing RSA based key distribution for offering high
described that introduced SCHEME3: (RSA Key Exchange security with very high energy efficiency. Though public key
Based LEACH-C) performs better in comparison of other cryptography based method i.e. PKC with CDA offer very
schemes. The RSA Key Exchange Based LEACH-C high security but its cost is very high.
performs about five times better as compared to other
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