International Journal of Science, Engineering and Technology Research (IJSETR)
Volume 7, Issue 9, September 2018, ISSN: 2278 -7798

Signature-Based IDS for Software-Defined Networking
Pavithra H, Abhishek A, Jayachandra M, Punithraj M N, Umakanth H P

I.
Abstract--- Software-Defined Network is rising field in
networks that guarantee to alter the approach of building,
designing, and operating network architecture.SDN allows us
to transform from ancient network design of proprietary based
to free and programming network design.[1] However SDN is
an new and improving technology comes with existing security
threats as well new security threats. The vulnerabilities in the
network will become additional receptive intruders. The main
focus is presently shifted from multi purpose to one purpose of
failure where the SDN controller could also be a main target.
Once the SDN controller is been compromised the entire
network will get compromised [1][2].
The reconciliation of IDS into the Software defined network
configuration is significant to delivering a system with assault
step. Signature-based IDS (snort) is installed in the network
for activity perception and assault recognition, by, reflecting
the movement bound to the servers. However there area unit
have few exception that the suggestion is created for attainable
mitigation. So as to produce ascendable threat detection within
the design, A flow-based detection model is been developed and
enforced with machine learning technique to detect the
anomaly and to overcome the limitation of signature-based
IDS.[2]

INTRODUCTION

Software- Defined Network is rising field in networks
that guarantee to alter the approach of building, designing,
and operating network architecture.SDN allows us to
transform from ancient network design of proprietary based
to free and programming network design. which will
provide more options to users.
Designing of the SDN architecture considers some of the
security issues but, the SDN architecture still have some
security issues that is
needed to be fixed. Some of the
security issues are directly from the ancient network
environment, while some are more
specific
SDN
architecture[1].
SDN architecture contains the security issues involved in
the network environment, but the partition of the control
plane from information plane brings an alternate type of
security danger to the SDN design, which may found in
these three layers: application layer, control layer, and
infrastructure layer. The application layer is the layer where
the applications are deployed. Control layer deals with the
deciding the routing of the network packets. The
infrastructure layer enables packet forwarding.

The IDS developed is expected to detect and respond to
the attacks on the networks. The signature database is updated
to prevent further attacks. The IDS is also not adding any
considerable amount of overhead to system performance. [4]
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Fig 1.1 SDN Architecture
As a result of this security issue can lead to data
modifications, unauthorized access to the network, data
leakage, denial of service (DoS) [2]. The SDN architecture
introduces the centralized control which will leads to the
different attacks. The intruders who is trying to get access to
the SDN controller will be identified by our Software. Once
the SDN controller is compromised the intruder can
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change the rules in the devices and deny a legitimate user
access to the available resources (DoS attack. There are
other attacks like man-in-the-middle(MITM), and sidechannel, ARP poisoning, port scans, vulnerability scans etc.
[3].
In order get a secure SDN environment, developing an
intrusion detection system (IDS) for SDN architecture is one
of the best approaches. Intrusion Detection System is a
system developed only to identify and alert unauthorized
access attempts, changes, or/and restricts computer system
resources. The system is typically developed to identify
malicious traffics and attacks against the single host
computer or a network [4][5].

II.
BACKGROUND/LITERATURE SURVEY
The architecture of the sdn allows us to implement a number
of different new security concepts which were not possible
in a non-sdn network. The work of [1] addresses the flow
stat collection, feature extraction and aggregation of the
network packets. But it fails to adapt to real-time scenarios.
The work of [2] covers the line switch checking a packet
sent by the attacker using the bernoulli trial. It also focuses
on the opportunistic proxying and packetin rate monitoring.
The limitation of this paper is sometimes it denies the access
even to the legitimate users. The work of
[3] focuses on the weakness in the current techniques and
their mitigation using more effective defense mechanisms.
But in doing so it over empowers the switches. The work of
[4] concentrates on how sdn can bring benefits to security,
however, the centralized control system brings its own new
challenges. The work of [5] signifies the recent trends in sdn
securities and the work of [6] gives the different threats and
vulnerabilities in sdn. The work of [7] concentrates on the
signature-based ids for sdn to develop a self-improving
security mechanism. But it ignores the threats not detected
by the signature based ids. The work of [8] gives the
language abstraction for the sdn and virtualization using
openflow model.

IV.

RESULTS

Curve Fitting and Time Series are the other neutral
network types which are used to evaluate the performance
of IDS model. As shown in the below result table,
Performance accuracy of identifying abnormality with
97.3% detection rate is achieved by Pattern Recognition. At
the beginning Fitting Curve has less performance.But
performance in detection accuracy is improved with 89.5%
with weight initialization and re-training [11][14].
Moreover, Time Series Neural Network method takes
longer time for training, as it recorded the poorest result.
Retraining is very difficult task in this case .It takes at least
half an hour to complete training, hence retraining for
several times is challenging and tedious task.

Figure. 4.1: Shell access Output
Hping is a command-line orientated TCP/IP packet
assembler/analyzer. The interface is galvanized to the ping
(8) UNIX system command, however, Hping isn't solely
ready to send ICMP echo requests (Figure 4.1).Hping
supports many other protocols such as UDP ,TCP, ICMP
and RAW-IP protocols, incorporates a traceroute mode, the
power to send files between a coated channel. The above
shows that Hping attack is detected by snort in SDN [10].

III. METHODOLOGY
In order to create host-system, servers with ODL,
the Mininet network simulator is installed and
configured for SDN.
Snort IDS is installed and configured to monitor
the network traffic and to detect attacks intrusion
by means of NIDS.
The flow statistics are collected using Wireshark
which will be used to identify abnormality
behaviour in the flow.
An alert or a signal is given to the user or the
administrator.
Back-propagation algorithm is used to train the
network [10].
Figure 4.2: Port Scan output
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A major challenge is the input format and flow of data
to a signature and anomaly detection system. In the
signature-based method only matched signature is alerted
and new attacks are not identified so all new type of attacks
is detected by anomaly system [5]. To cope with this
challenge, we used some JavaScript and bro framework
which will classify attribute in the packet flow and helps in
conversion to KKD format.
Another challenge is listening and monitoring many
interfaces and we used port mirroring in order to listen to
many interfaces in snort [9].

Figure. 4.3: Classification Output
An anomaly-based IDS is an intrusion detection system for
detecting both network and computer intrusions and misuse
by tracking system activity and classifying it as either
normal behavior or anomaly behavior. The classification is
based on rules, rather than signatures or patterns, and
attempts to detect different type of network intrusion that
failure the normal system operation. The above screenshot
shows Attack class is classified by the anomaly model
(figure 4.3).

5.2 Synchronization between Services
There are significant challenges with signature and
anomaly-based detection system in real time environments
and in this thesis, we propose effective and efficient
techniques to address these challenges [12]. A major
challenge is a real-time capturing of traffic and inputting to
both system because in a signature- based system(snort) will
log only matched signature but for anomaly detection flow
of the packets in KDD format is required [13][14]. To cope
with this challenge, we used real -time traffic capturing
tool(Wireshark) and JavaScript for the conversion of flow of
packet to KDD format.

VI.

CONCLUSION

Software-Defined Network is an emerging field in
networks that guarantee to alter the approach of building,
designing, and operating network architecture. Due to the
numerous advantage of this architecture, many companies
are shifting from the traditional network architecture to new
SDN architecture.[3] However SDN is an new and
improving technology comes with existing security threats
as well new security threats which will threatens the future
of Software defined network. The vulnerabilities in the
network will become additional receptive intruders. Our
project present machine learning approach to detect
intrusion detection in the Software defined network.[9] A
flow-based detection model is been developed and enforced
with machine learning technique to detect the anomaly in
Software defined network.The Pattern Recognition method
is been used in this project to compare accuracy rate with
other neural network model [14].

VII.

Figure. 4.4: Error Prediction Output
(Prediction table showing predicted attack and error rate)
The above figure 4.4 shows the error prediction done in the
program to identify the possible false identifications.

V.
KEY CHALLENGES
5.1 Integration of Components
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